BPI Bank Impersonation bpi
Scam Survey Results e

Criminals use bank impersonation scams to target millions of consumers every year. A BPl member bank survey sheds

light on how these bank impersonation scams reach consumers via phone, text, social media and digital advertising.

The Problem: Bank Impersonation Scams are Surging

Surveyed banks reported an average of
Bank impersonation 26,196 bank impersonation scams targeting
scams increased their brand or executives in 2025.
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What Banks are Doing

Banks are spending millions Banks are submitting
. every year. B S[p 22171 thousands of requests every
impersonation scams that T S
telecom, digital advertising and down these scams

social media let through. -

Platforms Must Stop Scams at the Source

Telecom networks—texts and calls—are a primary
vector for these scams: four banks reported an
average increase in these scams of 124% from

2024 to 2025, and some banks found that 40% of
calls appearing to originate from their bank-owned
numbers had been spoofed by criminals.

Social media companies on average took nearly two
weeks after receiving a takedown request to remove
scam organic content.

A Read our blog post detailing
the full results and takeaways:

Social media companies did not respond at all to more bpi.com/impersonation
than 20% of takedown requests for scam organic content.




