
                                     
   

October 17, 2025 
Via Electronic Mail 
 
Julie Lascar 
Director, Office of Strategic Policy  
Terrorist Financing and Financial Crimes  
U.S. Department of the Treasury 
1500 Pennsylvania Avenue, NW 
Washington, D.C. 20220  
 
Re: Request for Comment on Innovative Methods To Detect Illicit Activity Involving Digital 
Assets  
 
Dear Ms. Lascar: 
 

The Clearing House Association1 and the Bank Policy Institute2 (collectively, the “Associations”) 
appreciate the opportunity to provide comments in response to the Department of the Treasury’s 
request for information on illicit finance issues relating to digital assets.  The Associations strongly 
support the goals of the Bank Secrecy Act (BSA) and the continued evolution of the U.S. regulatory 
framework to ensure that financial institutions can effectively mitigate illicit finance risks while 
enabling responsible innovation in the digital asset ecosystem.  An important component of this is 
understanding that both traditional financial institutions and digital asset-native companies must 
abide by their BSA and Office of Foreign Asset Control (OFAC) obligations when participating in and 
supporting the evolving digital asset ecosystem.    
 

The Associations support activity-based regulation guided by the principle of “same activity, 
same risk, same rules.”  We believe that financial institutions and new entrants alike must meet 
comparable regulatory expectations, supervised by the same regulator, and categorized similarly 
under applicable law.  A level playing field will promote competition, innovation, and financial 
stability while addressing financial crime threats from drug cartels and nation state adversaries.  
Financial institutions are eager to offer digital asset services and to responsibly bank digital asset-
native companies, but inconsistent and unclear regulatory standards and supervisory expectations 
risk stifling these opportunities.   

 

 
1 The Clearing House Association L.L.C., the country’s oldest banking trade association, is a nonpartisan 

organization that provides informed advocacy and thought leadership on critical payments-related issues. Its 
sister company, The Clearing House Payments Company L.L.C., owns and operates core payments system 
infrastructure in the U.S., clearing and settling more than $2 trillion each business day. 

2  The Bank Policy Institute is a nonpartisan public policy, research and advocacy group that represents 
universal banks, regional banks and the major foreign banks doing business in the United States.  The 
Institute produces academic research and analysis on regulatory and monetary policy topics, analyzes and 
comments on proposed regulations and represents the financial services industry with respect to 
cybersecurity, fraud and other information security issues. 
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Toward that end, the Associations recommend that Treasury: 
 
• Provide regulatory clarity on which activities trigger KYC responsibilities for entities and 

which do not, as well as how innovative tools can be used to facilitate compliance with 
firms’ AML/CFT and sanctions obligations. 

 
• Though clear and consistent regulation and guidance, and in coordination with the federal 

banking agencies, allow financial institutions to experiment with new technologies and 
adopt those new technologies that have been demonstrated to be successful to incentivize 
innovation.  Specifically, banking regulators should not require extended parallel runs with 
legacy systems, owing to the expenditures financial institutions would need to deploy 
multiple systems simultaneously. 

 
• Allow for information sharing, either through removing or addressing any restrictions to 

information sharing, or through providing safe harbor for expanded information sharing.  
 
• Provide clarity that certain decentralized finance entities may qualify as digital asset service 

providers depending on their role in the decentralized finance ecosystem. 
 
• Rescind the existing model risk management (MRM) guidance and offer clear guidance 

standards through a rulemaking process, to acknowledge that financial crime monitoring 
platforms should not necessarily be treated as “models” subject to the same standards as 
other models. 

 
Introduction: The Need for Regulatory Clarity 

 
Clearly Defined Obligations 
 

Treasury should coordinate across the federal banking agencies and other relevant regulators to 
provide clarity and consistency regarding banks’ illicit finance obligations in the digital asset 
ecosystem.  In the traditional financial system, illicit finance risk generally is managed through 
centralized financial intermediaries and well-established controls such as know-your-customer 
(KYC) requirements, transaction monitoring, and sanctions screening.  
 

In contrast, the digital asset ecosystem presents a paradox: blockchain technology provides 
transparency through public ledgers, yet the system is inherently pseudonymous, globally 
borderless, and often disintermediated.  Illicit actors can take advantage of this design using tools 
such as privacy tools, mixers, non-KYC’d wallets, and decentralized exchanges, and exploiting 
regulatory fragmentation across jurisdictions. 
 

To ensure the effectiveness of anti-money laundering and countering the financing of terrorism 
(AML/CFT) obligations, Treasury should establish clear baseline requirements for customer due 
diligence and data availability that apply equally to both traditional financial institutions and digital 
asset-native companies.  At present, there is insufficient clarity as to which entities are responsible 
for KYC requirements, when obligations attach along the transaction chain, and how these 
responsibilities should be applied in decentralized or peer-to-peer settings.  Without such clarity, 
the risk of regulatory arbitrage will persist, undermining both compliance and competitive parity. 
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Digital asset risk management requires advanced methods for combating illicit finance.  
Regardless of the potential tools that can be used to mitigate illicit finance risks, the technologies 
used in the digital asset ecosystem, like all technologies, present different risks and challenges.  
Financial institutions need more clearly defined and articulated limits of their responsibility in the 
less-centralized world of digital finance.  Regulations should be modernized where needed to 
address the particular features of blockchain payments.  Treasury leadership is essential to provide 
clarity on illicit finance obligations and prevent regulatory arbitrage.  
 
Bank Adoption of Effective Innovative Technologies 
 

The Associations strongly support the development of innovative and effective new tools to 
combat illicit finance.  Banks and other financial institutions should be permitted to experiment 
with new technologies that enhance compliance.  Treasury can play a pivotal role in ensuring 
regulatory coordination and encouraging timely deployment of effective compliance solutions as 
well as coordination among federal banking agencies, state regulators, the SEC, the CFTC, and the 
CFPB. 
 

Financial institutions should be permitted to test and adopt technologies that prove effective.  
However, inconsistent or prolonged regulatory approval processes have slowed bank innovation.  In 
some cases, regulators have required banks to pilot solutions for unreasonably long periods before 
approval or to engage in “parallel runs” of legacy and new systems.  Regulators should instead 
provide incentives and flexibility to financial institutions to encourage the timely adoption of 
effective tools. 
 
Information Sharing and Public–Private Partnerships 
 

Information sharing remains a critical component of an effective AML/CFT framework.  While 
section 314(b) of the USA PATRIOT Act provides an important foundation, safe harbors for expanded 
information sharing — including beyond money laundering, and potentially with non-financial 
institutions — would materially enhance the industry’s ability to respond to financial crime risks.  
Data-sharing requirements should also be calibrated to reflect the role and activities of entities in 
the digital asset ecosystem.  In some cases, improved data sharing among industry participants 
and governmental bodies is limited by the existence of – or requirements to provide –  relevant data, 
as opposed to the legal or technical ability of participants to share it.   
 

Responses to the RFC Questions 
 

1.) Illicit Finance Risks and Vulnerabilities in the Digital Asset Ecosystem 
 

The Associations believe Treasury should conduct additional fact finding and public 
consultation to address several persistent challenges at various levels of the technology stack, 
from the unique characteristics of permissionless blockchains up to the application level of 
decentralized applications.  Such consultations will help ensure that policies and regulations 
remain both effective and technologically neutral. 
 
Gas Fees and Sanctions Risks 
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Permissionless blockchains require users or their service providers to pay transaction or “gas” 
fees to validator nodes.  Because these validators may be located in comprehensively sanctioned 
jurisdictions or operated by sanctioned parties, prohibited persons may benefit from the receipt of 
these transaction fees paid by regulated entities effecting lawful digital asset transactions for 
themselves or their customers. 
 

Treasury should provide meaningful safe harbors to financial institutions and digital asset 
service providers (DASPs) to remove this sanctions compliance risk for otherwise lawful 
interactions with decentralized blockchains.  Treasury regulations should recognize that the various 
protocols of decentralized permissionless blockchains direct the payment of transactions fees and 
that regulated entities do not know—and cannot control—which validator node will benefit from the 
creation of a new block.  Blockchain protocols and the foundations or entities that control the 
reward protocols are primarily responsible for directing these payments.   
 

To the extent that Treasury believes certain blockchains represent significant illicit finance risk 
through the distribution of transaction fees, Treasury could provide determinations that prevent all 
U.S. regulated persons from using a particular blockchain.  Centralized blockchains known to be 
operated by sanctioned persons represent the clearest example of blockchains that would be 
eligible for this designation.  On the other hand, mature and widely distributed blockchains may 
knowingly and intentionally pay a de minimis amount of transaction rewards to sanctioned 
persons.  In general, Treasury should consider ways in which it can encourage blockchain 
foundations and others that influence decentralized protocols to prevent prohibited persons from 
earning or receiving transaction fees. 
 

Treasury should also drive international standard setting bodies, such as the Financial Action 
Task Force, Financial Stability Board, and the Basel Committee on Banking Supervision, to amend 
their standards consistent with this recommendation and the goals of the Administration’s 
Executive Order 14178: “Strengthening American Leadership in Digital Financial Technology.”   
 
Risks from Wallets Without KYC Review 
 

Non-KYC’d wallets are those that are either unhosted, or self-custodied, or those that are 
hosted by centralized exchanges and other DASPs that do not have robust AML/KYC programs.  
These wallets present unique AML/CFT risk because they can be created and controlled 
pseudonymously and used for peer-to-peer transfers without intermediaries subject to BSA 
obligations and KYC requirements.  This can create situations in which financial institutions or their 
customers transact with a wallet whose owner’s identity is unknown.  While blockchain ledgers 
provide transparency into the movement of funds, they do not directly reveal the identities of wallet 
holders.   

 
Treasury should work closely with industry and technology developers to provide clear 

regulations and guidance on how regulated entities should mitigate the risks associated with non-
KYC’d wallets, including through the use of blockchain analytics tools to assess the risk profile of 
such wallets.  Regulatory clarity is needed to ensure that expectations are uniform and consistent, 
and that financial institutions and other regulated entities are not discouraged from responsibly 
serving the digital asset economy.   
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We are now at a critical moment in time where technology developers should be incentivized by 
regulators to provide solutions which allow customers to self-custody their private keys while 
ensuring that records of wallet ownership are available to law enforcement and financial 
institutions when necessary.  While DASPs must continue to conduct KYC on their customers, new 
services could be explored that would conduct regulatorily compliant KYC on self-custodied 
wallets.  
 

Tumblers and mixers, used in combination with non-KYC’d wallets, can also be used to conceal 
patterns of transactions and disguise transaction histories.  Treasury should support legislation that 
would provide it with new authorities to prevent U.S. persons from transacting with immutable 
smart contracts, mixers, and tumblers that are primarily used to engage in money laundering, 
sanctions violations, or other illicit activity.  Such legislation could abrogate the Fifth Circuit’s 
decision in Van Loon v. Department of the Treasury, No. 23-50669 (5th Cir. Nov. 26, 2024). 
 
Provenance of Digital Assets 
 

Another area requiring attention relates to questions of the provenance of digital assets.  While 
blockchain analysis makes it possible to identify all wallet addresses through which a token has 
passed, it would be unworkable to impose on regulated institutions an obligation to diligence or 
monitor for the entire historical chain of custody of every digital asset.  More importantly, review of 
the complete historical record of a token would not be effective in preventing financial crime or 
transactions with sanctioned persons.   
 

Instead, regulations should recognize that most digital assets, including permitted payment 
stablecoins, are fungible assets similar to electronic funds in fiat and cash.  Institutions should be 
permitted to apply a risk-based approach to understanding their customers’ source of funds and 
transaction purposes, but should not be required to trace ownership further back in the chain of 
custody than is necessary to apply a risk-based approach.  Once a prior owner is no longer in 
control of a digital asset, its interest in the asset, like any in fiat or cash, should generally be 
considered extinguished. 

 
 Such a policy would significantly enhance the usefulness of digital assets while maintaining a 

balance with the need to mitigate financial crime risk.  In contrast, requiring the indefinite 
quarantine of assets due to remote historical exposure to illicit actors would significantly 
undermine the usefulness of digital assets.   
 
Decentralized Finance and Smart Contracts 
 

The rise of decentralized finance (DeFi) introduces new complexities for regulatory oversight. 
Treasury should clarify that certain actors within the DeFi ecosystem — including application layer 
developers, relayers, and remote procedure call (RPC) nodes — may qualify as DASPs and financial 
institutions under the BSA, depending on their role and the attendant risks they pose.   
 

At the same time, DeFi technologies present opportunities for compliance innovation. The 
programmability of smart contracts could allow for the coding of automatic compliance controls, 
such as limiting the parties a digital asset can be transferred to, potentially reducing the burden on 
intermediaries.  Treasury should direct FinCEN to study the feasibility of such approaches. 
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2.) Artificial Intelligence  
 

Financial institutions are already exploring how to incorporate artificial intelligence (AI), mostly 
machine learning (ML), in their compliance programs, with human review layered in as needed.  
Machine learning, in particular, is best placed to handle complex or repetitive tasks, and can 
automate and optimize these tasks (e.g. data collection, organization, and analysis) at higher speed 
and consistency than humans.  AI/ML systems have the potential to improve the detection of 
money laundering by identifying complex patterns in existing data sets and combining transaction 
information at a faster speed.  They could ultimately improve efficiency, identify new risks, and 
maintain consistent application of illicit finance detection.  Down the line, and under the right 
regulatory environment, better integration of AI/ML systems could free up resources for banks to 
focus on higher-level decision-making, higher-risk activities, and risk mitigation processes that are 
more likely to produce information that is useful to law enforcement. 
 

AI is effective at extracting information from documents as part of a bank’s customer due 
diligence (CDD) process and in creating customer profiles.  Some firms use AI/ML algorithms to 
scan customer provided documents and analyze text, as well as to pre-screen to determine if 
potential customers meet the expected criteria for onboarding.  Looking forward, AI could provide 
more holistic KYC reviews through risk and detection models that would assess and learn from a 
richer set of inputs and produce outcomes based on the customer’s profile and behavior.  AI can 
also improve a financial institution’s ability to identify relevant customers for enhanced due 
diligence (EDD) processes by using pattern recognition techniques, coupled with unstructured text 
analysis.  However, significant human review is still required to assess and filter suspicious activity, 
and impediments to data sharing and long-established regulatory requirements have complicated 
AI incorporation in the AML area.  Data privacy regulations or strict data security requirements still 
prevent institutions from using the full scale of user data. 

 
With respect to transaction monitoring, some financial institutions use AI to enhance detection, 

better identify false positives, and automate threshold tuning.  AI can spot patterns of transaction 
structuring to mask illicit financing and identify unusual activity on customers’ accounts by 
understanding typical patterns of customer behavior.  It also can better detect fraud and reduce 
false positives, thus making transaction monitoring more efficient.  One BPI member has deployed 
an AI/ML detection platform that is focused on fiat post-transaction monitoring for the prediction of 
money laundering risk.  This system analyzes customer transactional patterns and behaviors over 
an extended time period to score customer risk and generate alerts to be reviewed for those 
customers whose behavior and transactions patterns exceed a particular score threshold.  This 
member’s U.S. experience included two separate, focused tests against (1) known fiat-based 
money-mule networks; and (2) individuals believed to be acting as third-party money transmitters 
for funds derived from cryptocurrency investments.  In both instances, the AI/ML model 
outperformed that FI’s U.S. prior model—a more traditional, rules-based transaction monitoring 
platform.  Specifically, the system was found to identify more potential financial crime risk while 
generating a smaller number of alerts and potential for false positives.  Separately, two BPI 
members have utilized a “federated” AI detection model in certain areas.  A “federated” AI model 
can be trained on the data sets of multiple FIs, with only the trained algorithm (and not the 
underlying customer data) being shared across FIs. 

 
Simple ML techniques enhanced by visualization technologies can also enhance the 

automation of SAR filings, report generation, and the organization of large volumes of unstructured 
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data.  AI is now being used to create cash structuring SAR narratives, e.g. when single-day cash 
transactions are broken up but aggregated to more than $10,000; though these narratives also 
require human review.  Some banks use AI in data preparation so investigators can spend less time 
retrieving transaction information, searching for negative news, researching prior alerts history, and 
pulling KYC records.   

 
Some firms also use supervised machine learning in sanctions screening by training the model 

to deal with new alerts using previously dispositioned sanctions alerts.  However, though list-based 
blocking sanctions lend themselves to limited automation, activity-based sanctions, service 
prohibitions, non-blocking sanctions, and other non-standard types of sanctions do not and may 
be too complex for current AI models to assist in a reliable manner without introducing additional 
risk.  This is especially true with respect to OFAC sanctions obligations since there is strict liability 
and penalties related to providing inaccurate information. 

 
The success of the use of AI in illicit activity detection depends on the degree to which 

regulators and examiners can provide clear regulation and guidance on how generative and other AI 
can be used.  To improve the exploration and innovative use of AI/ML applications to aid in the 
detection and reporting of financial crime-related activity, we recommended that U.S. banking 
regulators allow firms to innovate and experiment with new tools to facilitate effective, risk-based 
adoption of AI for detecting illicit finance involving digital assets.  We recommend the regulators 
provide rules that set reasonable standards for validation of the systems’ output in a flexible 
manner without being too prescriptive.  Firms could be permitted, for example, to employ a 
combination of the following processes:  assurance and testing approaches with continued 
monitoring; measurement and tracking of performance metrics and bias detection tools; periodic 
audits to document compliance and demonstrate system accuracy and reliability; and automated 
monitoring tools to track shifts, updating and/or retraining systems as needed to ensure data 
analysis and output remain accurate, fair, and aligned with expectations.  And regulators should not 
require parallel runs with legacy systems, owing to the significant burden on resources needed to 
operate multiple systems.  At present, this requirement acts as a significant disincentive preventing 
financial institutions from exploring innovative methods. 

 
Financial regulator’s model risk management (MRM) guidance has also hampered banks’ 

efforts to make effective use of AI.  Firms have robust governance and risk management processes 
to assess the use of GenAI and ensure it is safe to use and complies with legal requirements.  
However, MRM is part of this risk management process and is often applied by examiners as a 
rule/compliance checklist, though it was written prior to the advent of the technology and its 
applicability is not clear, hampering AI adoption.  The existing Guidance should be rescinded, 
followed by a rulemaking with the opportunity for comment, or a request for comment (RFC) for 
industry to offer suggestions for what clear guidance standards would look like.  The tools that 
institutions employ to monitor for BSA/AML compliance differ markedly from models for which the 
MRM guidance was designed.  Regulators should modify existing MRM guidance to acknowledge 
that financial crime monitoring platforms are not necessarily required to be treated as “models” 
and subject to the same testing and other standards applicable to other kinds of models, e.g. credit 
risk, liquidity and/or capital models.3   Either through carving out financial crime platforms from the 

 
3 Alternatively, regulators should create new guidance that adopts a flexible and subjective approach to 

testing, perhaps in the new rulemaking that is anticipated to take place under Section 6209 of the U.S. AML 
Act.   
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definition of “model” or developing financial crime-specific model risk guidance, regulators should 
acknowledge that financial crime-related systems are inherently more subjective than other types 
of models more traditionally governed by the MRM guidance, and should be subject to significantly 
more subjective standards in connection with their design, testing, implementation, and tuning. 

 
Furthermore, any regulatory requirements and supervision should account for the risk of 

inaction when overseeing AI, GenAI, federated AI, and technology adoption and incentivize their 
use.  Current fear of regulatory enforcement can significantly delay AI adoption, all while malicious 
actors are actively using AI to harm consumers and banks. At present, firms invest too much time 
educating examiners to appropriately understand the technology to have an informed view 
necessary to supervising its use.  Examiners should be focused on areas that pose material risk to 
safety and soundness, and so must shift their approach to incentivize use and not slow down 
adoption.   

 
Finally, it must be acknowledged the complications that arise from the AI service vendors 

themselves, which require oversight and due diligence procedures.  For those firms that cannot 
develop proprietary in-house solutions, an AI vendor must be able to demonstrate data security, 
ethics, and regulatory compliance, and be put under ongoing monitoring.  For the inherent 
limitations to which third-party vendors can be monitored, we urge the permission of oversight of 
sufficient features of their systems to enable financial institutions be comfortable relying on those 
algorithms and on the output of the systems that are leveraged.   
 

3.) Digital Identity  
 

Digital identity verification (also known as identity proofing) is the process of establishing and 
verifying that a person is who they claim to be in a digital context.  These tools can incorporate 
different pieces of information, such as government-issued identity documents or biometrics, and 
can vary by operational models, governance, and convenience.  Advances in digital identity — 
including tokenized credentials tied to wallet addresses — could improve client onboarding and 
transaction monitoring in an AML/CFT compliance context.  Further, compliance capabilities could 
be embedded directly into smart contracts to automatically check for a credential before executing 
a transaction. We urge Treasury and the regulators to provide further clarity on how financial 
institutions may employ such tools to meet AML/CFT obligations, as well as encourage responsible 
experimentation. 
 

Digital identity verification use is in various stages of development at U.S. banks, with the 
intention for these programs to strengthen CDD and AML/CFT controls, increase financial 
inclusion, and improve customer experience.  In the United States, banks are subject to robust 
CDD expectations, including requirements under Section 326 of the USA PATRIOT Act that financial 
institutions implement a customer identification program (CIP) that includes procedures for:  (i) 
verifying the identity of any person seeking to open an account, to the extent reasonable and 
practicable; (ii) maintaining records of the information used to verify the person’s identity, including 
name, address, and other identifying information; and (iii) determining whether the person appears 
on any lists of known or suspected terrorists or terrorist organizations provided to the financial 
institution by any government agency.4  CIP rules require banks to collect name, DOB, address, and 

 
4 Section 326 was codified as 31 U.S.C. § 5318(I). 
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an identification number, verified through documentary (e.g., driver’s license, passport) or non-
documentary (e.g., databases, references) means.  However, these static data requirements are 
easily exploited by criminals using stolen or synthetic identities. 

At present, the United States lacks a national digital identity system or protocol, and there is no 
fully secure, standardized method of verifying identity today.  Very few authoritative sources are 
accessible for direct verification against DMV or passport databases.  Many banks rely on third-
party services that capture ID images and perform biometric validation, and these tools often face 
challenges verifying data directly against DMV or passport records and can create customer 
experience friction.  There are also many considerations banks review when reviewing leveraging 
new identity verification capabilities, including compliance with existing rules and regulations; 
breadth of customer coverage; security and reliability of the solution; source and quality of identity 
validation data; and customer experience trade-offs. 

Several existing methods of digital identity that banks currently use include: 

• Verifiable Credentials – Digital attestations issued by a trusted authority that confirm 
certain attributes about an individual or entity.  These attestations can be shared as 
Verifiable Presentations (VPs), which package VCs in a tamper-proof format and links them 
to the individual.  They can be cryptographically verified to ensure authenticity and integrity.  
Decentralized Identifiers (DIDs) are unique identifiers created, owned, and controlled by the 
individual, offering greater privacy and control over digital identity. 
 

• Soulbound Tokens (SBTs) – Non-transferable tokens that represent unique attestations tied 
to an individual’s digital identity.  They establish a persistent and verifiable record of certain 
characteristics or achievements.  WidsomTree has developed an identity solution for its 
tokenized assets consisting of SBTs issued to investors and an oracle that acts as the 
verification engine. 
 

• Non Fungible Tokens (NFTs) – Unique digital assets that represent ownership or proof of 
authenticity for various items, including digital identity attestations.  They allow for the 
tokenization and trading of unique identity-related information. 
 

• On-chain Claims - identity attestations stored and managed on a blockchain.  They provide 
a secure and immutable record of identity-related information—accessible and verifiable by 
authorized parties.  Coinbase allows their KYC’d clients to claim on-chain claims, enabling 
third-party applications to verify different attributes on-chain. 

Among these options, Mobile Driver’s Licenses (mDLs) have promise for establishing better 
identity verification.  They are issued and cryptographically bound to DMV databases, enabling real-
time validation, and harder to counterfeit than plastic IDs; thus, they are more secure, given they 
are cryptographically signed by issuers and stored in consumer smartphones.  Initial users have 
found them to be a good way for consumers to prove who they are for online account openings in a 
more secure and convenient way vice legacy solutions at a time when identity-related fraud is 
rising.  Finally, they are better for consumer privacy, and support selective disclosure of attributes, 
aligning with NIST SP 800-63 privacy principles.  Firms are also starting to leverage deterministic 
tools, such as the Social Security Administration’s electronic Consent Based Social Security 
Number Verification (eCBSV) Service to determine whether a name, date of birth, and SSN match 
the data on file with the Social Security Administration.   
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However there remain several barriers to their use.  At present, mDLs have had modest 
consumer adoption, with only about 15 states currently offering them.  There exists uncertainty 
over the strength of state provisioning/re-provisioning processes relative to regulatory expectations.  
Most important, there is a general lack of clarity on how mDLs are treated under CIP/KYC rules. 

Thus, we recommend that Treasury address fundamental underlying areas to support the 
adoption of such technology, including information collection expectations necessary to confirm 
identity, verification mechanisms, procedures for updating and retaining such information, 
consumer privacy and data security protections, audit processes, expectations for using digital IDs 
in ongoing monitoring, and, as necessary, the ability to rely on third-party or other providers.  
Further, any regulation or guidance should incentivize or at least promote the design of digital 
identity tools that are able to defeat AI technology used by fraudsters to fake their identities, 
impersonate real individuals, and/or create synthetic identities.  

We are encouraged by the FDIC’s new supervisory guidance on using pre-populated 
information for purposes of meeting CIP requirements,5 as well as the order issued by FinCEN and 
the banking agencies that permits banks to obtain a taxpayer ID from a third-party source rather 
than directly from the customer.6  However, banks need further permission or encouragement from 
regulators that they can use mDLs as part of meeting CIP requirements, amidst ongoing concern 
that examiners may question the use of novel tolls as being “unproven.”  The standards for 
obtaining a digital ID should reasonably correspond with expectations for other forms of ID.  It will 
also be necessary for any digital ID system to appropriately balance the accurate verification of 
customers with other policy interests, such as financial inclusion.  And from a global perspective, 
the interoperability of different digital ID solutions, as well as the designation or coordination of 
entities responsible for its standards and oversight will be an important component of the 
widespread adoption of digital identity as well as AML/CFT efforts.   

• Clarify Treatment of Digital Identity under CIP/KYC Rules and Other BSA Obligations.  
Any guidance should address how emerging digital credentials, specifically mDLs, are 
treated under existing CIP requirements. Clear rules and supervisory expectations would 
help banks adopt these technologies with confidence.  Treasury should clarify whether 
digital identity verification tools, such as mDLs, can explicitly be used to fulfill CIP 
requirements.  The benefits of this approach are that it would allow U.S. citizens to prove 
their identity for CIP purposes while demonstrating Treasury’s commitment to private sector 
innovation in digital identity.  The use of digital identity tools could also be relevant to 
meeting other BSA obligations, including Funds Transfer Recordkeeping and Travel Rules. 
 

• Promote Authoritative Data Access.  Treasury should lead federal and state coordinative 
efforts to enable secure, privacy-protective access to authoritative sources (e.g., DMV 
databases, State Department passport records) for real-time identity verification. This 
would close gaps where criminals exploit static data and improve accuracy. 
 

 
5 FDIC, “Supervisory Approach Regarding the Use of Pre-Populated Information for Purposes of Customer 

Identification Program Requirements,” Financial Institution Letter FIL-39-2025, available at 
https://www.fdic.gov/news/financial-institution-letters/2025/fdic-supervisory-approach-regarding-use-pre-
populated.  

6 FinCEN, Order of June 27, 2025, available at https://www.fincen.gov/system/files/2025-08/CIP-TIN-
Exemption-Order-final508.pdf.  



   

11 
 

• Provide Clear Direction on DMV/mDL Verification and Liability.  Policymakers should set 
explicit expectations for how state DMVs and mDL providers must validate identity before 
provisioning and re-provisioning credentials. Guidance should also clarify where liability 
rests if a bank relies in good faith on an mDL but the issuing authority’s verification was 
inadequate. Treasury can provide more clarity on the regulatory and legal responsibilities for 
a miss/fail among the various participants, specifically the DMV’s issuing the MDL.  
 

• Support Development of Standards and Interoperability.  We urge Treasury to 
collaborate with NIST, ISO, and state DMVs to establish minimum standards for issuance, 
provisioning, and re-provisioning of digital IDs. Interoperability across states and alignment 
with global standards should be prioritized to support cross-border AML/CFT compliance.   
Guidance should also provide clarity as to expectations for banks to preserve verification 
proof, since these services will not allow the ID images to be saved, but instead will only 
have data validation responses.  
 

• Leverage established approaches from traditional banking.  Treasury should provide 
regulatory clarity and a defined framework for reliance methods in reusable digital identity 
that would greatly benefit industry.  Using trusted and established approaches from 
traditional banking, such as reliance letters, AML letters, comfort letters, and 
correspondent banking relationships, could streamline processes and reduce silos while 
ensuring robust controls. 

With these recommendations, we also urge Treasury to grant banks the flexibility to adopt and 
implement digital ID verification to expand its utility, and for any forthcoming final guidance to be 
principles-based and not overly prescriptive.  We encourage continued discussions among and 
between the public and private sectors, including AML/CFT standard setters.  Regulated entities 
should be part of any government-sponsored digital ID assessment discussions.  Allowing 
governments to solely assess digital ID assurance levels, given the potential for variation of digital 
ID systems across jurisdictions, would make it difficult for regulated entities that operate globally to 
have a consistent approach to accepting digital IDs for identity verification.  As Treasury considers 
implementation of the GENIUS Act, it should be noted that digital assets carry many of the same 
identity risks as other assets and payments; the fundamental challenge of verifying a customer at 
onboarding of an account remains.  
 

4.) Blockchain Technology, Monitoring, and Analytics 
 

Blockchain monitoring and analytics have the ability to mitigate the risk of illicit finance in 
digital asset transactions.  They are primarily utilized to screen wallets for associations with 
sanctioned addresses or entities, and in some instances, identify the use of obfuscation 
techniques such as mixers and privacy chains.  These tools can also facilitate transaction tracing 
and fund tracking.  Financial institutions use blockchain analytics tools for many purposes today, 
including:  
 

• Enhanced due diligence and risk assessment on clients or potential clients with significant 
digital asset exposure to, for example, identify and corroborate sources of wealth from 
cryptocurrency; 

• Sanctions screening checks conducted in real-time to determine if a proposed transaction 
is permissible before it occurs;   
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• Transaction graph analysis and AI-driven behavioral analytics that are used to detect 
fraudulent activities and anomalies in user behavior;   

• Transaction simulation and phishing wallet detection to help identify suspicious activity 
before a transaction is signed, providing a proactive layer of defense; 

• Cross-chain forensics that track asset movements across bridges and multiple 
blockchains, enabling effective fund tracing through complex transaction layers to 
investigate potential financial crime; and 

• Securing smart contracts through audits and specialized tooling which can continuously 
monitor for changes in ownership or access controls.  

 
Blockchain analytics tools are most effective when combined to provide multiple layers of 

detection, along with existing financial crime detection methods and technologies.  Integrating 
these security layers with rule-based screening and API-driven workflows enables comprehensive, 
real-time assessment of digital wallets, transactions, and assets.  This layered use of blockchain 
monitoring supports instant alerting, automated incident response, and continuous monitoring for 
smart contract abuse, which are all critical for effective threat detection and mitigation.  
 

These tools are most effective with regard to transactions conducted through well-established 
and trusted intermediaries that adhere to AML/CFT obligations.  They may be less useful in 
detecting illicit activity that occurs in peer-to-peer transactions or with assets issued by 
unregulated parties.  As just one example, blockchain analytics providers have no visibility into 
trades made on an internal ledger.  Blockchain analytics is not a replacement for traditional 
methods, but rather a vital augmentation.  The use of this technology can improve the quality, 
comprehensiveness, and utility of financial information reported to law enforcement agencies.  
Furthermore, it empowers internal decision-making within financial institutions, allowing for more 
proactive risk management. 
 

While blockchain analytics can be effective in detecting illicit finance activities, regulatory 
guidance is needed regarding the acceptable level of reliance on a financial institution’s own 
blockchain analytics tools and third-party providers of such tools to detect illicit activity.  Different 
tools and providers apply varying methodologies, producing potentially divergent “risk ratings” for 
the same asset or wallet address.  Treasury should provide clarity through regulation and guidance 
as to whether low, medium, or high assurance ratings from analytics tools are sufficient to meet 
supervisory expectations, and whether additional measures must be taken when asset or wallet 
ownership cannot be definitively established.   
 

The New York Department of Financial Services recently issued guidance encouraging virtual 
currency providers under its jurisdiction to “consider leveraging blockchain analytics tools to 
enhance compliance programs and risk frameworks in a way that accommodates each covered 
institution’s risk appetite and business model.”  In particular, the Department suggests that firms 
consider the utility of blockchain analytics tools with respect to the following examples: 
 

• Screening wallets of customers who have disclosed or exhibited crypto-related 
transactions, to assess risk exposure; 

• Verifying the source of incoming funds originating from virtual asset service providers 
(“VASPs”); 

• Monitoring the crypto ecosystem holistically, to assess customer (e.g., VASP) exposure to 
money laundering, sanctions violations, or other predicate crimes; 
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• Identifying and gauging the risk of third parties (e.g., VASP counterparties) with which a 
customer has engaged; 

• Evaluating expected versus actual activity (e.g., dollar thresholds) of customers engaging in 
virtual currency activity; 

• Utilizing intelligence gained from holistic monitoring to further develop the Covered 
Institution’s risk assessments and risk appetite; and 

• Weighing the risks associated with a virtual currency product or service to be offered.7 
 

Similarly, Treasury should help frame best practices, in consultation with industry, for blockchain 
analytics technology and provide regulations or guidance with specific, actionable practices or 
standards, while still allowing individual financial institutions to adopt those practices or standards 
that best suit their unique risk, business, and technology models.  As previously noted, these 
standards should be consistent for traditional financial institutions and new entrants alike to 
ensure consistent regulatory direction and the effectiveness of the AML/CFT framework.   
 

Conclusion 
 

The Associations appreciate Treasury’s leadership in this area and the opportunity to 
contribute to shaping a regulatory framework that combats illicit finance, provides clarity to market 
participants, and allows responsible innovation to flourish.  We stand ready to work with Treasury 
and other stakeholders to address these critical issues. 
 
If you have any questions, please do not hesitate to contact us. 
 
 
Respectfully submitted, 
 
 
/s/ 
Rodney Abele 
Director of Regulatory & Legislative Affairs 
The Clearing House Association 
 
 
/s/ 
Clara Kim 
Senior Vice President 
Bank Policy Institute 
 
 

 
7 See Industry Letter to All New York Banking Organizations, from Adrienne Harris, Superintendent of 

Financial Services, re: Notice on Use of Blockchain Analytics for New York Banking Organizations (Sept. 17, 
2025). 


