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The Bank Policy Institute welcomes the opportunity to provide input to the Subcommittee 
on the hearing “Fraud in Focus: Exposing Financial Threats to American Families.” Fraud is 
a growing threat to consumers as well as the security of the U.S. financial system. 
Unfortunately, when fraud touches a consumer’s bank account, it’s often too late. 
Combating fraud requires preventive actions from social media and communication 
platforms, where many of these cases originate and spread. It also requires coordination 
among regulatory agencies; intelligence sharing between telecom, social media and 
banks; and a cohesive federal government anti-fraud strategy. 

State of Play
Fraud and scams are proliferating with alarming speed, and artificial intelligence has 
significantly increased the scale and efficacy of scams and impersonation schemes. 
According to the FBI’s Internet Crime Complaint Center, Americans reported fraud losses 
exceeding $16 billion in 2024, more than double the losses reported just three years earlier. 
Social media and messaging platforms enable criminals to perpetrate illicit activities by 
impersonating legitimate businesses or government agencies through automated phishing 
campaigns, spoofed communications, deepfake audio and video, forged documents and 
other sophisticated tactics. 

• According to the FTC, 36 percent of 2024 fraud reports involving a contact method
originated via phone or text, leading to $1.5 billion in losses, and fraud reports
involving social media totaled $1.9 billion in losses, or 15 percent of all reported
losses.

• JPMorgan Chase reported that nearly 50 percent of the fraud complaints it received
in the second half of 2024 were linked to social media.

• A recent BPI member survey found that, among Zelle-related fraud in Q4 2024,
where a contact method was recorded, 37 percent began with a spoofed call or text,
while 52 percent involved social media.
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Banks invest in technology and controls to detect, prevent and respond to fraud by helping 
victims. But telecom and social media companies must bear responsibility for the 
platforms that enable criminals to target victims and perpetrate criminal activity at scale. 

Policy Solutions  

BPI recommends a comprehensive set of actions that would enhance security and 
prioritize prevention, especially from platforms where scams and fraud proliferate.  

1. Social media platforms should verify advertisers to stop scams before they 
originate.  

Social media companies should adopt “Know Your Merchant” standards, verifying the 
identity of merchants or brands posting ads on their platforms before those ads go live. The 
UK, Australia and Taiwan have successfully implemented such ad verification measures.  

Social media platforms currently profit from fraudulent ads because illicit actors pay to 
post their advertisements on those platforms. This can create an incentive to delay or avoid 
stronger protections. When fraudulent ads or marketplace listings are posted and social 
media platforms are alerted by banks or consumers to their fraudulent nature, the 
platforms should work expeditiously to take them down, within a timeline determined by 
regulators. They should also be required to proactively detect and dismantle scam-
recruiting and training sites posted on their platforms. 

2. The FCC and FTC should require telecom, social media and messaging app 
companies to monitor their networks and proactively notify victims. 

These industries should be required to authenticate calls and messages to address spam, 
remove scam ads and impersonated profiles and alert consumers to suspicious activity. 
Telecommunication companies, in particular, should share known scam numbers and 
message content and enable consumers to report scam messages as opposed to just 
flagging spam. These actions will help ensure that prevention starts where scams originate; 
prevention cannot occur after consumers have already been victimized and lost money. As 
part of this process, the banking regulators should work directly with the Federal 
Communications Commission and the Federal Trade Commission to establish consistent, 
enforceable obligations for the telecom and social media sectors. 
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3. Banks should be given a safe harbor to intervene when necessary to protect 
customers. 

Banks recognize that consumers value quick access to their money, and regulators can and 
should strike the appropriate balance between anti-fraud due diligence and timely funds 
availability.  

Banks operating in good faith to protect consumers should have a safe harbor from liability 
when they place such holds. The bank regulatory framework should also modernize rules 
on checks and funds availability, such as Regulation CC, to avoid a rigid approach that 
undermines banks’ ability to fight fraud.   

4. Regulators should enable and encourage real-time, cross-sector information 
sharing. 

Fraud-related information sharing is too reactive, focusing on the cleanup after a consumer 
has lost funds rather than enabling the quick identification and disruption of fraudulent 
content and tactics between sectors. Congress and regulators should encourage 
proactive, real-time collaboration among telecom, messaging, social media and financial 
institutions by creating a safe harbor to address uncertainty regarding liability and antitrust 
concerns. These protections could draw on proven models, such as the Cybersecurity 
Information Sharing Act, which for over a decade has successfully enabled banks to share 
real-time threat intelligence with each other and government agencies. 

5. The U.S. government should establish a National Anti-Scam Strategy to prioritize 
prevention strategies and align accountability. 

A national strategy would elevate this critical issue to the highest federal level and help the 
United States develop a more cohesive approach. To unify efforts across the public and 
private sectors, the U.S. should create a White House office led by an official in charge of 
fraud and scam prevention. The interconnected nature of scams and fraud across the 
jurisdictions of multiple agencies – for example, fraud that involves payments, social media 
and text messaging – necessitates a comprehensive, unified national response.  

Conclusion  

In closing, the banking industry has made significant strides and raised public awareness 
to help shield Americans’ savings from fraud and scams, but lasting success is a shared 
responsibility. Fraud and scams originate and spread on social media and telecom 
platforms. Bad actors must be disrupted before they are able to make contact with 
consumers. To stop scams at their source, these platforms must take preventive action. 
The banking, telecom and social media industries need comprehensive and coordinated 
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direction from the federal government, the ability to coordinate and share critical threat 
information with industry partners and modernized regulations to expand fraud prevention 
capabilities. 

Accompanying this statement is BPI’s letter to the Department of the Treasury, the Office of 
the Comptroller of the Currency, the Federal Reserve and the FDIC responding to those 
agencies’ Request for Information on Payment Fraud. The letter offers detailed, 
complementary recommendations for strengthening fraud prevention as it relates to the 
U.S. payments system. 
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