I CONSUMER
k BANKERS
4 [ AssocIATION

BANK POLICY INSTITUTE

April 2, 2025

Via Electronic Mail

Comment Intake—Protecting Americans

from Harmful Data Broker Practices (Regulation V)
c/o Legal Division Docket Manager

Consumer Financial Protection Bureau

1700 G Street NW,

Washington, DC 20552

Re: Comments on Proposed Rule and Request for Comment regarding Protecting Americans
From Harmful Data Broker Practices (Regulation V), Docket No. CFPB—2024— 0044; RIN
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Ladies and Gentlemen:

The Bank Policy Institute! and the Consumer Bankers Association (CBA)? are writing in response
to the Consumer Financial Protection Bureau’s proposed rule entitled “Protecting Americans From
Harmful Data Broker Practices (Regulation V).”® As an initial matter, we note that this proposal was
issued and published in the Federal Register for comment under the Bureau’s prior leadership during
the period between the election on November 5, 2024, and Inauguration Day on January 20, 2025.

We understand that the Acting Director of the CFPB, Russell Vought, issued a directive to CFPB
staff shortly after his appointment, to, among other things, not “approve or issue any proposed or final
rules or formal or informal guidance.”* We appreciate this directive, as we believe it is critically
important that incoming leadership and staff at the CFPB have the time and opportunity to review the
past and ongoing work of the Bureau to determine the Bureau’s posture and potential next steps

1 The Bank Policy Institute is a nonpartisan public policy, research and advocacy group that represents universal
banks, regional banks, and the major foreign banks doing business in the United States. The Institute produces
academic research and analysis on regulatory and monetary policy topics, analyzes and comments on proposed
regulations, and represents the financial services industry with respect to cybersecurity, fraud, and other
information security issues.

2 CBA is the only national trade association focused exclusively on retail banking. Established in 1919, the
association is a leading voice in the banking industry and Washington, representing members who employ nearly
two million Americans, extend roughly $3 trillion in consumer loans, and provide $270 billion in small business
loans.

389 Fed. Reg. 101402 (Dec. 13, 2024).

4 The previous Acting Director, Secretary of the Treasury Scott Bessent, issued a similar directive on his
appointment as Acting Director, which was superseded by the Appointment of Acting Director Vought.
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regarding that work. We appreciate that new CFPB leadership provided additional time for the public to
respond to this proposal.> However, as this proposal and other outstanding requests for comment
issued under the previous Director’s leadership necessarily reflect the prior Administration’s policy
priorities, and for reasons we previously cited in our response to the prior Administration’s notice of
proposals under the SBREFA process that are not reflected in the proposal, we respectfully request that
this proposal be rescinded.® The current proposal, if finalized, would create significant risk and
uncertainty in the ecosystem. It is important that new CFPB leadership review and determine whether
these proposals and requests for information are consistent with the legal and policy positions of the
new leadership before industry and Bureau staff expend time and resources responding to, and
reviewing responses to, proposals that do not reflect the positions or priorities of the new
Administration.

The new CFPB leadership should take further action to address the concerns cited by the Bureau
in the proposal only after considering those questions and engaging in a thorough review of the
concerns identified as motivating the proposal and the public record of the CFPB’s actions to date on
this rulemaking, including the comments received in response to the proposal. To ensure that our
comments are included in the official record of the proposal’s comment file and considered in
connection with the CFPB’s evaluation of any next steps on this proposal, we are providing the
comments contained herein.

The proposal cites several reasons the CFPB is engaging in this rulemaking, including concerns
about consumer privacy in the “collection, assembly, evaluation, dissemination, and use of vast
quantities of often highly sensitive personal and financial data.”” We share the CFPB’s goal of protecting
consumer privacy, and we understand the CFPB is concerned about the ways in which consumers’ data
is used outside of the banking context. However, as we noted in our response to the CFPB’s SBREFA
outline issued in connection with this proposed rulemaking, several parts of the proposal may have
unintended consequences, particularly for banks and their customers.

We are predominantly concerned about potential unintended consequences of the proposal
that may harm consumers, such as, for example, through the increased cost of bank products,
decreased credit accessibility, and making identity verification and fraud prevention more difficult. Our
general concerns are outlined below followed by a more detailed explanation of our concerns. For all
the reasons explained herein, the CFPB should withdraw the proposal. If the Bureau, under new

590 Fed. Reg. 11236 (March 5, 2025).

6 See BPI, CBA, and TCH letter to CFPB re: Comments on the Small Business Advisory Review Panel for Consumer
Reporting Rulemaking Outline of Proposals and Alternatives Under Consideration (Nov. 6, 2023). In addition to the
proposal, on December 9, 2024, the CFPB issued an Advance Notice of Proposed Rulemaking on “Fair Credit
Reporting Act (Regulation V); Identity Theft and Coerced Debt,” with a comment deadline of March 7, 2025; On
January 10, 2025, the CFPB issued a proposed interpretive rule on “Electronic Fund Transfers Through Accounts
Established Primarily for Personal, Family, or Household Purposes Using Emerging Payment Mechanisms,” with a
comment deadline of March 31, 2025; On January 10, 2025, the CFPB issued a Request for Information “Regarding
the Collection, Use, and Monetization of Consumer Payment and Other Personal Financial Data,” with a comment
deadline of April 11, 2025; and On January 13, 2025, the CFPB issued a proposed rule on “Prohibited Terms and
Conditions in Agreements for Consumer Financial Products or Services (Regulation AA),” with a comment deadline
of April 1, 2025. Each of these proposals should be paused, at a minimum, if not rescinded as soon as possible.

" 1d.
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leadership, believes regulatory clarification is appropriate regarding the applicability of the FCRA to
consumer data collection, the CFPB should propose a substantially revised rule that is consistent with
the FCRA and does not unduly disrupt critical banking functions

Moreover, the Bureau attempts in the proposal to address the lack of oversight or regulation of
data aggregators, including those referenced in the CFPB’s final rule implementing section 1033 of the
Dodd-Frank Act, which the Bureau failed to subject to adequate oversight and controls as part of that
rulemaking. In that final rule, the Bureau asserted that the FCRA may be applicable to open banking and
will be “taking steps to coordinate the final rule with the ongoing FCRA rulemakings.”® Yet the proposal
would not sufficiently address the concerns we articulated in commenting on the proposed 1033 rule.
Furthermore, the proposal would potentially capture data aggregators as consumer reporting agencies,
which would subject them to certain obligations under the FCRA, but the rule also would then
potentially have knock-on effects under the FCRA for banks and other entities that may obtain data from
aggregators within the consumer data sharing ecosystem. The Bureau should address the lack of
oversight and sufficiently stringent requirements for data aggregators through a subsequent rulemaking
that would clearly address the need for more robust obligations and supervision of data aggregators
without imposing the collateral consequences on banks and other entities unnecessarily by expanding
the scope of the FCRA beyond its statutory contours.

l. Overview of comments on the proposal.

The proposal appears to be motivated by a desire to address the rise of new types of businesses
that sell certain consumer data but claim not to be covered by existing rules. Indeed, the preamble to
the proposal states that in “recent years, the consumer reporting marketplace has evolved in ways that
imperil Americans’ privacy . ... [l]ntrusive surveillance and aggregation of sensitive data about
consumers can create conditions for harming national security by exposing information that could be
exploited by countries of concern . .. [and] vast troves of sensitive data, including, for example,
individualized data about a consumer’s finances, are bought and sold, without consumers’ knowledge or
consent, by data brokers who believe that the FCRA does not apply to them or to some of their
activities. This data can be leveraged to scam or defraud people.”®

By contrast, banks already have an extensive legal and regulatory schema governing how they
may use and transfer data, providing consumer protections and mandating the privacy and security of
consumer information.’® If the CFPB is attempting to target those unregulated entities and not upset
the well-established existing framework, the CFPB should expressly exempt banks from any definition of
“data brokers” consistent with its authority under CFPA section 1022(b)(3)(1) and under considerations
set forth in section 1022(b)(2).

Moreover, it is of critical importance that the CFPB craft any consumer reporting regulations in a
way that does not interfere with banks’ use of information from outside sources for critically important
banking activities. This includes critical uses such as identity verification, fraud prevention, account

889 Fed. Reg. 90838, 90851 (Nov. 18, 2024). We note that BPI, among other plaintiffs, has filed a challenge to the
CFPB’s final 1033 rulemaking.

°1d.

10 See ABA letter to CFPB Re: Request for Information Regarding Data Brokers and Other Business Practices
Involving the Collection and Sale of Consumer Information (RFI) (June 13, 2023).
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validation, statutorily required anti-money laundering activities, and other essential bank functions
(hereinafter “critically important bank activities”).!! These activities are integral to the safe and sound
functioning of banks and thus they are already closely regulated by the federal and state banking
agencies. Adding additional regulatory restrictions to these activities, especially without the input or
approval of those agencies, could increase fraud and money laundering risks and otherwise upset the
functioning of the banking system.

The proposal would simultaneously treat consumer-identifying information as a consumer
report, broaden the meaning of “assembling or evaluating” consumer data,*? and significantly expand
the definition of “consumer reporting agency” to include third-party “data brokers.”*> When conducting
critically important bank activities, banks rely on third-party vendors and service providers to maintain
or consult databases of consumer-identifying information. It appears that the proposal would treat
these third-party vendors as “data brokers” and the vendors’ aggregation of consumer-identifying
information as a “consumer report,” and thus, information necessary for critically important bank
activities would now be subject to the FCRA, potentially without a permissible purpose.*

As discussed in more detail below, under the “Credit Header Data” section, the CFPB should
structure any regulations governing data brokers in a way that clearly does not hinder or burden banks
using consumer-identifying information for critically important bank activities.

In addition to global feedback, we provide below more detailed feedback on specific sections of
the proposal.

1. The CFPB has exceeded its authority in proposing to expand the definitions of “consumer
report” and “consumer reporting agency” in the FCRA.

The proposed rule would dramatically expand the scope and coverage of the FCRA beyond what
Congress intended. If finalized, this proposed rule would cover data brokers, data aggregators and even
marketing companies under the FCRA. Currently, these entities are outside CFPB’s regulatory,
enforcement, and supervisory purview. The Bureau has exceeded its statutory authority in proposing to
expand the definitions of consumer report and consumer reporting agency.

The Bureau is proposing to expand the definition of a “consumer report” to include:

e Anything that includes information about a consumer’s credit history, credit score, debt
payments, or income or financial tier, regardless of the use or intended use of the
information;

e Any information about a consumer that is used for an FCRA-covered purpose, regardless of
the provider’s knowledge, and;

11 See e.g., Bank Secrecy Act, 12 U.S.C. § 1829b, 12 U.S.C. §§ 1951-1960, 31 U.S.C. §§ 5311-5314, 31 U.S.C. §§ 5316-
5336. The Federal Financial Institutions Examination Council’s Consumer |dentification Program, 31 C.F.R. §
1020.220.

12.89 Fed. Reg. 101402, 101425-101427 & 101459 (Dec. 13, 2024).
13 /d. at 101424-101425 & 101459.
14 See 89 Fed. Reg. 101402, 101424-101427 & 101458-101459 (Dec. 13, 2024).
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e C(Credit header data.

Under the proposed definition, information about a consumer’s credit history, credit score, debt
payments, or income or financial tier, regardless of the use or intended use of the information, and any
information about a consumer that is used for a FCRA-covered purpose, regardless of whether the
provider has knowledge regarding such use, would be a consumer report. This proposed definition
would therefore create a strict liability standard, which, as explained further below, ignores the critical
importance of “purpose” with respect to the definitions of both “consumer report” and “consumer
reporting agency.” The Bureau has even stated that contractual limitations would not change this
outcome. Under this proposal, an entity could become a consumer reporting agency without
knowledge or intent when a recipient uses data for eligibility purposes beyond the purposes agreed to
between the parties. Entities in the ecosystem already spend significant time drafting contracts and
policing their adherence. The proposal ignores this fact and even requests comment on how the
proposal may incentivize entities to monitor more carefully how a communication of consumer
information ultimately is used, yet discounts the fact that entities have and are doing this through
extensive contract negotiations and monitoring to prevent unauthorized uses.

The proposal would expand the definition of a “consumer reporting agency” to include data
brokers and other parties by broadening what it means to “assemble or evaluate” information about
consumers:

e “Assembling or evaluating” would include any person who “collects, brings together, gathers, or
retains such information,” or “contributes to or alters the content of such information;” and

e “[Flurnish[ing] a consumer report” would include the consumer reporting agency facilitating the
user’s use of the consumer report for the consumer’s financial gain, even if there is no actual
transfer of the data to the user.

The proposed expansion of the definitions of “consumer reporting agency” and “consumer
report” are incompatible with the text of the FCRA. The FCRA limits the definition of a “consumer
reporting agency” to an entity that “regularly engages in whole or in part in the practice of assembling
or evaluating consumer credit information or other information on consumers for the purpose of
furnishing consumer reports to third parties.”*® This ensures that consumer reporting agencies are on
notice that they are consumer reporting agencies under the FCRA and can fulfill the FCRA’s requirement
to notify users and furnishers that they are also subject to the FCRA.

Under the proposal, a “data broker” could become a consumer reporting agency without
knowing it, even if the parties agree that the user will not use the information for FCRA purposes, such
as determining eligibility for credit or employment. As a result, the entity could be liable for FCRA
noncompliance despite being unaware that it is considered a consumer reporting agency. Even if an
entity is made aware of misuse by a recipient, it is not reasonably possible for an entity that has not
previously been considered a consumer reporting agency to be able to achieve full compliance with its
FCRA obligations immediately. In addition to carving out banks from the definition of “data broker,” any
FCRA rulemaking, consistent with the statute, should not transform entities, such as financial
institutions, into consumer reporting agencies where the institution does not intend to share
information with the purpose of furnishing a consumer report.

15 FCRA, 15 U.S.C. § 1681a(f) (emphasis added).
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Moreover, the FCRA’s statutory text defines a “consumer report” as the communication of
information by a consumer reporting agency that is “used, expected to be used, or collected in whole or
in part for the purpose of serving as a factor in establishing the consumer’s eligibility for” certain
enumerated permissible purposes, such as credit, insurance, or employment.'® The statute defines a
“consumer reporting agency” as a person that assembles or evaluates consumer information “for the
purpose of furnishing consumer reports to third parties.”’” “Purpose” is integral to both definitions and
to the scope of the FCRA. The Proposal appears to ignore this part of the definitions and, should the
Bureau continue with this rulemaking, it should be substantially amended to reflect the statutory
language, consistent with Congress’s intent.

The CFPB also proposes to redefine the terms “assembling” and “evaluating” in the definition of
a consumer reporting agency in a way that would capture merely transmitting consumer information
between entities via an intermediary.’® However, merely summarizing or reiterating data about a
consumer, even in a different format, without adding any insight or additional information, should not
be considered “assembling” or “evaluating” because the entity is not gathering, collecting, or bringing
together consumer information, nor is it appraising, assessing, determining or making a judgment about
the consumer. Rather, conveying information without retaining it has not been interpreted as consumer
reporting agency activity.’® Therefore, the Bureau should not consider merely summarizing, making
minor changes for consistency, or reiterating data about a consumer, even if provided in a different
format, to be “assembling” or “evaluating” when no insights or additional information is added. Thus,
the Bureau should expressly exclude from the scope of “data broker” instances in which an entity
merely passes consumer report information through a conduit and no decisions or evaluations are being
made.

An entity may not know that it is acting as a consumer reporting agency if the entity is not made
aware that a recipient used data for eligibility purposes. Even if the entity is made aware of the misuse
by a recipient, the entity — if not a consumer reporting agency in intent or purpose — will likely not be
ready to commence full compliance with the obligations of a consumer reporting agency upon discovery
and it is not reasonable to expect them to do so. In addition, other users of that same information—
who thought contractual provisions may have protected them—could be impacted without their
knowledge or time to plan for compliance associated with FCRA oversight, causing them to be at risk of
violating the FCRA for using a consumer report if another information recipient uses the data for
eligibility purposes. The Bureau is unjustly utilizing this strict liability test when it should rely on its own
enforcement powers to govern the misuse of data.

a. The CFPB’s classification of credit header data as a “consumer report” would hinder
banks’ ability to engage in critically important banking activities.

16 FCRA, 15 U.S.C. § 1681a(d)(1) (emphasis added).
17 ECRA, 15 U.S.C. § 1681a(f) (emphasis added).
1889 Fed. Reg. 101402, 101425-27 & 101459 (Dec. 13, 2024).

19 See Federal Trade Commission, 40 Years of Experience with the Fair Credit Reporting Act, An FTC Staff Report
with Summary of Interpretations, at 29 (July 2011).
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The proposal would define credit header data —i.e., consumer-identifying data, such as a
consumer’s current and former addresses and Social Security number, that are maintained by CRAs — as
a “consumer report,” reversing a long-held industry standard. The Bureau also proposes that credit
header data would be a consumer report if the personal identifying information was collected by the
consumer reporting agency in whole or in part for the purpose of preparing a consumer report about
the consumer. The Bureau has proposed that a personal identifier for a consumer includes the
consumer’s:

e Current or former name or names, including any aliases;

o Age or date of birth;

e Current or former address or addresses;

e Current or former telephone number or numbers;

e Current or former email address or addresses;

e SSN or Individual Taxpayer Identification Number (ITIN); or

e Any other personal identifier for the consumer similar to those listed.

As we explained in our response to the SBREFA outline issued in advance of the proposed rule,
credit header data is often used to verify consumer identities and prevent fraud on consumer accounts
which promotes the Bureau’s goal of consumer protection. Moreover, credit header data is used by law
enforcement, and while the CFPB cites preventing crime and national security threats as major purposes
for the rule, the Proposed Rule would frustrate law enforcement uses of data and could result in more
national security threats and crimes than the Proposed Rule seeks to prevent.

Financial institutions obtain consumer-identifying information from a variety of sources to help
them detect and prevent fraud, identity theft, money laundering, and other criminal activities, as we
describe in greater detail below. Banks are already required to have data governance programs in place.
In addition, many payment systems require that originators use a commercially reasonable fraudulent
transaction detection method. Originators often use account validation services to fulfill this
requirement. We encourage the CFPB to be mindful that any changes to the rules implementing the
FCRA should not disrupt the use and availability of account validation services and other fraud
prevention services. Creating prohibitions and other impediments on the use of all data sourced from
different types of data brokers and other third parties could inadvertently impact the flow of data
needed for critically important bank activities, negatively impact market efficiency, and result in
significant harm to banks and consumers. If the Bureau seeks to restrict targeted marketing based on
credit header data, it should develop a rule specifically addressing that issue. Rather than broadly
eliminating all uses, the Bureau should carve out exceptions for beneficial applications, such as identity
verification and fraud prevention, which enhance customer experience by preventing fraud.

i. Consumer Identity Verification

Treasury’s Financial Crimes Enforcement Network (FinCEN) has promulgated regulations
governing banks pursuant to the Bank Secrecy Act,? including Consumer Identification Program
requirements.?! Banks are required to obtain identifying information about customers and establish
risk-based procedures for verifying a customers’ identity. These laws, regulations, and procedures

2012 U.S.C. §1829b, 12 U.S.C. §§ 1951-1960, 31 U.S.C. §§ 5311-5314, 31 U.S.C. §§ 5316-5336.
2131 C.F.R. § 1020.220(a).
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protect the financial system from money laundering and other criminal activities and protect consumers
from identity theft and fraud. To verify consumers’ identities, banks use tools including information
provided by third party vendors that specialize in providing consumer identification information, which
includes a consumer’s first and last name, address, date of birth, and tax identification number (typically
a social security number). When banks use consumer-identifying information for identity verification
purposes, this information is currently protected and regulated under the Gramm-Leach-Bliley Act
(GLBA) and Regulation P. If this information were considered a consumer report, it would be subject to
FCRA provisions, including permissible purpose restrictions, as well as the adverse action notice and
dispute provisions.

Subjecting these routine — and mandatory — consumer identity verification practices to the FCRA
would not only risk diminishing banks’ ability to comply with Bank Secrecy Act requirements, but also
substantially increase a bank’s compliance obligations, and potentially create consumer confusion (for
example, if a bank cannot confirm an individual’s identity, would it be appropriate to send an adverse
action notice to an individual whose identity cannot be verified, in addition to denying the individual
account?). Additionally, these requirements could interfere with a bank’s ability to efficiently onboard
new customers and open accounts. This increase in compliance burden and cost could substantially
increase burdens to small banks and increase the price of credit or the cost for consumers to open an
account. Congress never intended for such information and activities to be governed by the FCRA.

ii. Fraud Prevention

For years banks have been on the front lines fighting fraud. Banks continue to fight increasingly
prevalent and sophisticated financial scams, including those across peer-to-peer (P2P) payment
platforms. This includes preventing, detecting, and mitigating fraud by monitoring accounts and using
transaction and consumer authentication tools. Additionally, when a consumer report includes an initial
fraud alert or an active-duty alert, the FCRA requires banks to verify the identity of the customer before
opening an account.?? The ability to confirm consumer-identifying information, including information
that may be considered “credit header data,” is critical to carrying out those responsibilities —and
required by law.

Moreover, banks rely on third parties to verify that customers with an existing account are who
they claim to be, and to confirm applicants are not impersonating someone. In addition, banks use third
parties to verify that applicants for new accounts are not using a synthetic or stolen identity, which
could indicate that the applicant intends to use the account to commit fraud. This helps to reduce the
number of bad actors who scam consumers into sending them money, which lowers costs for everyone.
Banks also use and analyze information (including device identifiers and geolocation) to prevent malign
actors from taking over legitimate customer accounts. The CFPB’s own Regulation P does not allow
consumers to opt-out of sharing their information for fraud prevention purposes.?®> Additionally, banks
are required to adopt risk-based approaches to Bank Secrecy Act compliance and apply effective Bank
Secrecy Act controls. Banks use information to comply with customer identification and beneficial
ownership requirements. This not only benefits consumers and saves them from financial pain and
inconvenience, it also helps to preserve the safety and soundness of the financial system. The CFPB

22 Under 15 U.S.C. § 1681c-1, users of consumer reports may not extend credit, issue an additional card on a credit
card account, or increase a credit limit without verifying the identity of the person making the request.

2312 C.F.R. § 1016.15(a)(2)(ii).
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should recognize the constructive nature of these use cases and take steps to preserve and encourage
them, avoiding conflicting or additional requirements beyond the existing framework for this type of
beneficial data sharing activity.

Subjecting information used to investigate fraudulent activity to the FCRA could create
compliance challenges and hurdles where time is of the essence to stop the fraudulent activity and
protect consumers (for example, a receiving bank’s investigation into a potential P2P payment fraud or
scam). FCRA could create additional compliance burdens for banks when investigating fraud through
increased liability for potential consumer disputes, the requirement to issue adverse action notices
which must indicate how “credit header data” was used (which may tip off fraudsters to bank
prevention practices), and timing delays inherent in having to proactively identify a “permissible
purpose” prior to accessing the data. Fraudsters could also dispute credit header data as a means to
circumvent fraud prevention. Again, Congress never intended for such information and activities to be
governed by the FCRA.

b. The CFPB should permit the use of deidentified data for certain purposes.

The CFPB seeks to further expand the definition of consumer report information to include
deidentified data. The proposal provides three alternative standards for when deidentified data would
be considered a consumer report:

e Proposed Alternative One would provide that de-identification of information is not relevant to
a determination of whether the definition of consumer report is met. This alternative would
mean that a consumer reporting agency’s communication of consumer report information
would still constitute a consumer report even if the consumer report information was de-
identified.

e Proposed Alternative Two would instead provide that de-identification of information is not
relevant to a determination of whether the definition of consumer report is met if the data is
“linked or linkable” to an individual consumer.

e Proposed Alternative Three would provide that de-identification of information is not relevant
to a determination of whether the definition of consumer report is met if at least one of the
following conditions is met:

o The information is “still linked or reasonably linkable”’ to a consumer;
o The information is “used to inform a business decision about a particular consumer”; or
o The information ultimately is used to identify the consumer in practice.

”

Alternative three was “designed to permit research using de-identified data so long as it is not
re-identified.”?

The Bureau should expressly allow the use of deidentified data for certain uses including
research, analytics, model building and testing, score analysis in risk strategies, and fair lending analyses.
The Bureau overlooks the beneficial uses of deidentified information, such as fair lending analyses,
disparate impact review, risk models and risk decision analysis, compliance testing, and audits. These
activities help lenders adjust pricing and prioritize offerings to reach minorities and underrepresented
groups. Deidentified data is crucial for improving lending decisions, internal reporting, and overall

24 89 Fed. Reg. 101402, 101439 (Dec. 13, 2024).
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portfolio health. Imposing FCRA requirements, such as the “permissible purpose” requirement, on this
data could hinder the use of this data by banks and other entities for these important purposes, which
could result in reduced availability of consumer credit and/or increased cost of such credit to mitigate
risk.

c. The additional requirements around the collection, duration, and method of providing
written instructions could result in banks being unable to offer certain services that
benefit consumers.

The proposal seeks to change what is needed for a consumer report to be furnished by a CRA in
accordance with the permissible purpose framework and the “written instructions of the consumer.”
The CFPB asserts in the proposal that a “core pillar of the FCRA is the limitation in section 604(a) on the
dissemination of consumer reports except for one of the permissible purposes identified by Congress.
For instance, except in narrowly defined circumstances, consumer reporting agencies generally are
prohibited from furnishing a consumer report to a third party for marketing or advertising purposes.
However, the Bureau “understands that, despite the general prohibition in the FCRA, some consumer
reporting agencies use information from consumer reports to present advertisements to consumers
from third parties.”?® Therefore, consistent “with the FCRA’s prohibition on the use of consumer report
information for non-permissible purposes, proposed § 1022.10(b)(2) provides that the term 'furnish’
includes instances where a consumer reporting agency does not technically transfer a consumer report
but facilitates a person’s use of any information in the consumer report for that person’s financial
gain.”?” The CFPB asserts that the “proposed provision would thus further the FCRA’s general
prohibition on the use of consumer report information for marketing and advertising purposes without a
permissible purpose and prevent evasion thereof, regardless of whether the report is provided to the
user.”?

725

The proposal also includes the steps users must take to obtain a consumer’s written instructions
and who can collect them, limits on the scope and duration of authorization to ensure the consumer has
authorized the data use(s), and the ability to revoke authorization. However, banks have been
complying with the FCRA, including the permissible purpose of “written instructions of the consumer”,
for more than 40 years. Our member banks are concerned that additional requirements around the
collection, duration, and method of providing written instructions could become overly burdensome or
restrictive. This may result in banks being unable to offer certain services on an ongoing basis, such as
credit and identity monitoring, that require the “written instructions of the consumer” as a permissible
purpose free of charge. For example, the Bureau’s proposal for the written instruction duration is
unnecessarily short. A one-year duration on any written instruction, especially those not marketing
related, will only succeed in frustrating consumers who must now continuously update consents,
possibly across multiple entities, including for services such as credit monitoring, which assists them in
protecting their credit information. This could lead consumers to potentially cease using these types of
beneficial products solely due to this additional hassle, including some that provide active alerts to
protect the consumer. In addition, requiring lenders to include the name of the consumer reporting

25 1d, at 101427.

2 g,

27 89 Fed. Reg. 101402, 101427 (Dec. 13, 2024).
2 g,
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agency that will be used to obtain a consumer’s credit report could impede consumers’ ability to obtain
credit in a timely manner. Furthermore, the requirement to include the CRA name in the written
instruction is anticompetitive as it forces an entity to name an institution and does not consider what
will happen should that CRA not be able to fulfill the request. This rigidity could limit consumers' access
to credit and reduce flexibility in the marketplace.

1. The Bureau should address the regulation and oversight of data aggregators.

As noted previously, the Bureau finalized its rulemaking under section 1033 in the Dodd-Frank
Act in October 2024. We appreciate that the Bureau has clarified that a data provider who provides
information subject to consumer permission under 1033 will not be considered a furnisher under the
FCRA, as we had previously requested. However, the Bureau also should clarify how each party in a data
transfer (i.e., data provider, user, data aggregator) would be treated under the FCRA.

Furthermore, as noted, while the Bureau attempts in the proposal to address the lack of
oversight or regulation of data aggregators, the proposal does not sufficiently address the concerns we
articulated in commenting on the proposed 1033 rule that the Bureau retained in the final rule.
Furthermore, the proposal would potentially capture data aggregators as consumer reporting agencies,
which would subject them to certain obligations under the FCRA, but the rule also would then
potentially have knock-on effects under the FCRA for banks and other entities that may obtain data from
aggregators within the consumer data sharing ecosystem.

At a minimum, the Bureau should directly address the concerns we have highlighted previously
regarding the lack of sufficient obligations, requirements, controls, and oversight for data aggregators
and other third parties in the 1033 data sharing ecosystem through a subsequent rulemaking. The
proposed rule’s attempt to capture data aggregators and other third parties would not clearly address
all of the obligations and requirements that they should be subject to as we have articulated previously,
including in our comment letter to the Bureau regarding the proposed 1033 rule.

11
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Conclusion

We share the CFPB’s concern regarding unregulated entities buying and selling consumer data
outside the legal and regulatory system. However, for the reasons outlined above, we urge the CFPB to
rescind the rule and consider the problems cited as the motivation behind the rule and the public record
of the CFPB’s actions to date on this rulemaking before taking any further action on this proposal. Only
after such considered review should the CFPB propose any action to address these concerns.

Separately, as noted, we respectfully request that the Bureau directly address the concerns we have
highlighted previously regarding the lack of sufficient obligations, requirements, controls, and oversight
for data aggregators and other third parties in the 1033 data sharing ecosystem through a separate
rulemaking.

Please do not hesitate to reach out to Paige Pidano Paridon at (703) 887-5229 or
paige.paridon@bpi.com or David Pommerehn at (202) 207-5161 or
dpommerehn@consumerbankers.com if you have any questions regarding this letter, or if you would
like to discuss further.

Respectfully submitted,

Paige Pidano Paridon

Senior Vice President, Senior Associate General
Counsel, & Co-Head of Regulatory Affairs

The Bank Policy Institute

David Pommerehn

Senior Vice President, General Counsel
Head of Regulatory Affairs

Consumer Bankers Association
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