BANK POLICY INSTITUTE

November 27, 2024

Via regulations.gov

Jen Easterly

Director

Cybersecurity and Infrastructure Security Agency,
U.S. Department of Homeland Security

1110 N. Glebe Road

Arlington, VA 20598-0630

Re: Proposed Security Requirements for Restricted Transactions Pursuant to Exec. Order
14117 (Docket No. CISA-2024-0029)

Dear Director Easterly,

The Bank Policy Institute® and its technology division BITS? appreciate the opportunity to
comment on the Cybersecurity and Infrastructure Security Agency’s (“CISA”) proposed security
requirements as directed by Executive Order 14117, Preventing Access to Americans’ Bulk
Sensitive Data and U.S. Government-Related Data by Countries of Concern® and the Department
of Justice’s accompanying Notice of Proposed Rulemaking (“NPRM”).* CISA’s proposed security
requirements would have wide-ranging impacts on many organizations and soliciting industry
feedback will help CISA develop well-balanced requirements that satisfy the national security
objectives of Executive Order 14117 without creating unnecessary operational challenges for
complying firms.

! The Bank Policy Institute is a nonpartisan public policy, research and advocacy group that represents universal
banks, regional banks, and the major foreign banks doing business in the United States. The Institute produces
academic research and analysis on regulatory and monetary policy topics, analyzes and comments on proposed
regulations, and represents the financial services industry with respect to cybersecurity, fraud, and other
information security issues.

2 BITS — Business, Innovation, Technology, and Security — is BPI’s technology policy division that provides an
executive-level forum to discuss and promote current and emerging technology, foster innovation, reduce fraud,
and improve cybersecurity and risk management practices for the nation’s financial sector.

3 Executive Order 14117, Preventing Access to Americans’ Bulk Sensitive Personal Data and United States
Government-Related Data by Countries of Concern, 89 Fed. Reg. 15421 (Feb. 28, 2024).

4 U.S. Dep’t of Justice, National Sec. Div., Provisions Pertaining to Preventing Access to U.S. Sensitive Personal Data
and Government-Related Data by Countries of Concern or Covered Persons 89 Fed. Reg. 86116 (Oct. 29, 2024).
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BPI fully supports the national security objectives articulated in Executive Order 14117.
BPI acknowledges the value of CISA’s proposed security requirements which at their core,
validate that an organization implements the requisite technical and organizational structures
“to mitigate the risk of sharing bulk U.S. sensitive personal data or U.S. government-related data
with countries of concern or covered persons through restricted transactions.”>

At the same time, BPI strongly supports and appreciates the exemption articulated in
DOJ’s NPRM for data transactions that are ordinarily incident to and part of the provision of
financial services.® This exemption is critical to Executive Order 14117’s objective to “not
broadly prohibit United States persons from conducting commercial transactions, including
exchanging financial and other data as part of the sale of commercial goods and services.”” As
amplified by the White House’s fact sheet,® the NPRM is “carefully calibrated” to balance
security and commercial activities in such a manner as to ensure that the regulation does not
“stop the flow of information necessary for financial services activities . . . ”° Given this
important exemption, there may only be a very narrow set of data transactions where CISA’s
proposed security requirements would be applicable to financial institutions.

Under existing requirements including but not limited to the Gramm-Leach-Bliley Act’s
(“GLBA”) Safeguards Rules,'° the New York Department of Financial Services’ Cybersecurity
Regulation,! the Federal Financial Institutions Examination Council’s IT Examination
Handbook,? and the EU’s Digital Operational Resilience Act,*3 financial institutions adhere to
robust and comprehensive cybersecurity measures for protecting U.S. financial data. Given the
financial sector’s existing framework of requirements under these standards, we respectfully
request that CISA deem any entity that is subject to the aforementioned requirements—and
conducting a restricted transaction—to be in full compliance with the proposed security
requirements in the NPRM. Given the robustness of these existing security requirements, there
is little practical value for institutions to comply with a separate set of security requirements.
Rather, if financial institutions are required to comply with additional security requirements, the

5 U.S. Dep’t of Homeland Sec., Cybersecurity & Infrastructure Sec. Agency, Proposed Security Requirements for
Restricted Transactions 1 (Oct. 21, 2024).

6 U.S. Dep’t of Justice, National Sec. Div., Provisions Pertaining to Preventing Access to U.S. Sensitive Personal Data
and Government-Related Data by Countries of Concern or Covered Persons 89 Fed. Reg. 86216 (Oct. 29, 2024).

7 Executive Order 14117, Preventing Access to Americans’ Bulk Sensitive Personal Data and United States
Government-Related Data by Countries of Concern, 89 Fed. Reg. 15423 (Feb. 28, 2024).

8 The White House, Fact Sheet: President Biden Issues Executive Order to Protect Americans’ Sensitive Personal
Data (Feb. 28, 2024), https://www.whitehouse.gov/briefing-room/statements-releases/2024/02/28/fact-sheet-
president-biden-issues-sweeping-executive-order-to-protect-americans-sensitive-personal-data/.

91d.

10 Gramm Leach Bliley Act, 15 U.S.C. § 6801, 6805 (2023); Interagency Guidelines Establishing Standards for
Safeguarding Customer Information and Recission of Year 2000 Standards for Safety and Soundness, 66 Fed. Reg.
8616 (Feb. 1, 2001).

1123 NYCRR § 500 (2023).

12T Examination Handbook, Fed. Fin. Institutions Examination Council (2023),

https://ithandbook.ffiec.gov/.

13 Council Regulation 2022/2554, art. 1, 2022 0O.J. (L 333) 1, https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32022R2554&from=FR.
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NPRM introduces inefficiencies and more problematically, potential conflict across
requirements.

In the event that the proposed security requirements are applicable to financial
institutions, BPIl appreciates CISA’s references to standards like the National Institute of
Standards and Technology’s (“NIST”) Cybersecurity Framework (“CSF”), NIST’s Privacy
Framework, and CISA’s Cybersecurity Performance Goals (“CPGs”) throughout the proposed
security requirements. For some time, financial institutions, like many other critical
infrastructure sectors, have leveraged established frameworks like NIST’s CSF to inform cyber
risk management programs. Those references notwithstanding, both the proposed system-level
and data-level requirements in several areas appear to extend beyond those existing
frameworks and suggest more prescriptive mandates that could be difficult to implement in
practice.

l. System-Level Requirements

BPI understands CISA’s view that the proposed system-level requirements will
serve as a prerequisite for the data-level requirements necessary to mitigate the risk of U.S.
sensitive bulk data being shared with covered persons or countries of concern. Nevertheless,
controls like the ones proposed by CISA are customarily implemented at the enterprise level,
rather than on discrete systems or data sets. Consequently, for financial institutions with large
and diverse networks, this implementation process would consume significant resources and, in
some circumstances, may not be feasible.

For our members, there are several areas that present challenges, specifically: (1)
aggressive vulnerability remediation timelines; (2) configuring networks to deny by default; and
(3) the approval process for hardware and software changes.

A. Aggressive Vulnerability Remediation Timelines

Section I.A.3 would require entities to remediate known exploited vulnerabilities within
14 days and other critical or high severity vulnerabilities within 15 and 30 days respectfully.'4
That same section furthermore cites NIST CSF subcategory ID.RA-01 as the basis for that
requirement.’> While it is true that particular subcategory addresses vulnerability identification
and validation, it does not include the specific remediation timeframes featured in the proposed
requirements.® Similarly, NIST Special Publication 800-53 also does not prescribe explicit

14 U.S. Dep’t of Homeland Sec., Cybersecurity & Infrastructure Sec. Agency, Proposed Security Requirements for
Restricted Transactions 1 (Oct. 21, 2024).

B d.

16 U.S. Dep’t of Commerce, Nat. Inst. of Standards & Tech., NIST Cybersecurity Framework 2.0, ID.RA-01 (2024).
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timeframes for remediation.'’ Instead, that document states vulnerabilities should be
remediated “in accordance with an organizational assessment of risk.”!8

Before an organization implements a patch to resolve a vulnerability, it is critical that
front-line cyber personnel have sufficient time to test those fixes before deploying them into
their environments. Without that time, an entity could introduce more risk to its organization.
Moreover, including specific remediation timelines will likely require IT staff to spend additional
time on documentation efforts rather than security. For financial institutions, this additional
time on documentation would further strain IT teams already stretched thin by rigorous
ongoing regulatory exams and a rapidly evolving cyber threat environment.

In addition, requiring organizations to prioritize all vulnerabilities on the Known
Exploited Vulnerabilities list without considering whether a given vulnerability is exploitable on
an organization’s network is inconsistent with vulnerability risk frameworks like the Common
Vulnerability Scoring System 4.0.1° Such an approach could also lead firms to expend limited
resources on addressing vulnerabilities that do not present the highest risk to their organization.
Therefore, we recommend that CISA adopt a more risk-based approach that better accounts for
an organization’s unique technology and business environments.

B. Approval Process for Hardware and Software Changes

Section 1.A.6 of the proposed requirements deals with the approval process for
hardware and software changes.?° As part of that process, entities would have to approve all
new hardware, firmware, or software installed or deployed in a covered system.?! Beyond that,
organizations would have to maintain a risk-informed allowlist with specific software and
hardware versions.??

CISA cites to several CSF subcategories to support this proposed requirement—including
ID.RA-09, which seems to be most on point. That subcategory states that hardware and
software authenticity and integrity should be assessed prior to acquisition and use.?3
Introducing a formal approval regime, however, goes well beyond assessment.

Under current requirements, the financial services industry employs robust change
management processes providing the necessary controls and oversight to manage system

17U.S. Dep’t of Commerce, Nat. Inst. of Standards & Tech., NIST Publication 800-53: Security and Privacy Controls
for Information Systems and Organizations 242 (Sept. 2020),
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf.

18 d.

19 U.S. Dep’t of Commerce, National Inst. of Standards & Tech., Common Vulnerability Scoring System Calculator,
https://nvd.nist.gov/vuln-metrics/cvss/v4-calculator.

20 U.S. Dep’t of Homeland Sec., Cybersecurity & Infrastructure Sec. Agency, Proposed Security Requirements for
Restricted Transactions 3 (Oct. 21, 2024).

2 d.

2 d,

23 U.S. Dep’t of Commerce, Nat. Inst. of Standards & Tech., NIST Cybersecurity Framework 2.0, ID.RA-09 (2024).
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updates effectively. Among other things, these established procedures include highly structured
protocols focused on testing, risk assessment, and approval steps that ensure both security and
operational integrity. The Federal Financial Institutions Examination Council’s (“FFIEC”) IT
Examination Handbook is careful to clarify though that “appropriate approval mechanisms
should be commensurate with the scope, cost, urgency, and overall risk to the entity and its IT
environment.”24

Leveraging a risk-based approach—like the one outlined in FFIEC guidance—will provide
organizations with adequate time for comprehensive software and hardware testing and
validation without the unnecessary administrative overhead that would likely accompany a
more formal approval process. Such an approach would also allow entities to maintain
compliance and system integrity while avoiding the complexities and resource constraints
associated with implementing an entirely new approval structure.

C. Network Configuration to Deny by Default

Under Section I.B.5, entities would have to implement deny by default network
configurations for all covered systems and any network where the covered systems reside.?
CISA references CSF subcategory PR.PS-01 for this proposed requirement.?® That subcategory
recommends that organizations establish and apply configuration management practices.?’ This
includes testing, deploying, and maintaining “hardened baselines that enforce the organization’s
cybersecurity policies.”?®

The proposed deny by default configuration requirement is not necessarily inconsistent
with the CSF subcategory cited, but it does mandate a more specific and heightened
configuration standard than the one noted in the CSF. Recognizing the security benefits, a deny
by default stance requires deep knowledge of all legitimate network traffic—which at times can
be difficult to ascertain and maintain. As a result, this may require entities to redesign networks
or implement advanced network management tools.

Il. Data-Level Requirements
BPI appreciates CISA’s position that entities should “have some flexibility in determining

which combination of data-level requirements are sufficient to address the risks posed, based
on the nature of the transaction.”?® This flexibility, based on an organization’s unique risk

24 Fed. Fin. Inst. Examination Council, FFIEC IT Examination Handbook: Architecture, Infrastructure, and Operations
36 (Jun. 2021).

25 U.S. Dep’t of Homeland Sec., Cybersecurity & Infrastructure Sec. Agency, Proposed Security Requirements for
Restricted Transactions 4 (Oct. 21, 2024).

2 d.

27 U.S. Dep’t of Commerce, Nat. Inst. of Standards & Tech., NIST Cybersecurity Framework 2.0, PR.PS-01 (2024).

28 d.

29 U.S. Dep’t of Homeland Sec., Cybersecurity & Infrastructure Sec. Agency, Proposed Security Requirements for
Restricted Transactions 1 (Oct. 21, 2024).



profile, presents the best chance of achieving Executive Order 14117’s ultimate objective to
secure U.S. sensitive bulk data from countries of concern.

Nonetheless, the proposed data-level requirements go on to say that organizations
engaging in restricted transactions must “fully and effectively prevent access to covered data by
covered persons.”3° This prescriptive approach appears to favor user access controls over the
other risk mitigation techniques mentioned in the proposed requirements because if covered
persons cannot access covered data in general, arguably no restricted transaction occurs.

Therefore, CISA should clarify that the goal of the data-level requirements is to mitigate
risk to covered data through one of the techniques noted in the proposed requirements and not
necessarily to prevent all access to covered data by covered persons. For example, data-level
encryption using industry standard symmetric algorithms should be sufficient to mitigate risks
from providing access to covered data during restricted transactions—this includes risks
associated with the “collect-now; decrypt later” threat DOJ highlights in the NPRM.3?
Additionally, it is worth noting that a few proposed data-level requirements—including certain
privacy enhancing technologies—will likely be challenging for many organizations to successfully
implement.

A. Implementing Privacy Enhancing Technologies

Section II.C would require entities to apply privacy enhancing technologies like
homomorphic encryption or differential privacy techniques to process covered data.3? As a
practical matter, requiring organizations to apply homomorphic encryption is premature
because that technology is still considered experimental and successful implementations have
been limited due to performance issues. Similarly, there is some outstanding concern that
differential privacy is still an imperfect technology that, in any case, requires significant
expertise and specialized knowledge unavailable to many entities.

I1l. Conclusion

Preventing the exploitation of Americans’ sensitive personal data is a critical national
security consideration. This includes frustrating efforts by certain countries of concern to
leverage this data to engage in espionage, influence, or conduct hostile cyber operations. We
look forward to working collaboratively with CISA to develop workable security requirements

304d. at 4.

31 NIST has observed that Advanced Encryption Standard-128 (“AES”), for example, “will remain secure for decades
to come” and that quantum cryptanalysis “will provide little to no advantage in attacking AES.” U.S. Dep’t of
Commerce, Inst. of Standards & Tech., Post-Quantum Cryptography, https://csrc.nist.gov/projects/post-quantum-
cryptography/fags; U.S. Dep’t of Justice, National Sec. Div., Provisions Pertaining to Preventing Access to U.S.
Sensitive Personal Data and Government-Related Data by Countries of Concern or Covered Persons 89 Fed. Reg.
86127 (Oct. 29, 2024).

32 y.S. Dep’t of Homeland Sec., Cybersecurity & Infrastructure Sec. Agency, Proposed Security Requirements for
Restricted Transactions 5 (Oct. 21, 2024).



that help limit those harms. If you have any questions or would like to discuss these comments
further, please contact Patrick Warren at patrick.warren@bpi.com or Joshua Smith at
joshua.smith@bpi.com.

Sincerely,

/s/ Patrick Warren

Patrick Warren

Vice President, Regulatory
Technology

BITS, Bank Policy Institute

/s/ Joshua Smith

Joshua Smith

Vice President, Assistant
General Counsel

Bank Policy Institute
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