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Executive Summary  

This paper provides a thorough exploration of the critical role of Application Programming Interfaces 
(APIs) in the financial services industry, addressing professionals such as CISOs, CIOs, engineers, business 
analysts and technical business partners who are already well-versed in API fundamentals. It is designed 
to provide these experts with advanced insights into securing APIs within their enterprises, addressing 
the unique challenges in the financial industry, including banks, credit card companies and insurance 
firms. 
 
The paper begins by exploring the advanced functions of APIs in enabling efficient and innovative 
communication between various applications and services within the financial sector. It emphasizes the 
importance of adhering to standardized API specifications for seamless interoperability and examines 
the advanced components of API architecture, security and operational management. 
 
The architecture segment focuses on constructing resilient, scalable systems that integrate API gateways 
and backend services, ensuring a robust framework. A major emphasis is placed on API security, 
detailing strategies like token management, encryption and firewall implementation, which are crucial 
for defending against emerging threats and maintaining data confidentiality and integrity. 
 
Operational aspects of APIs are thoroughly examined in this paper, covering the entire lifecycle from 
creation to retirement. This includes managing, utilizing and eventually decommissioning APIs — each 
stage being pivotal in safeguarding security and efficacy. The paper advocates for ongoing vigilance in 
monitoring, threat deterrence and the application of secure design practices to preemptively address 
vulnerabilities and external attacks. 
 
Further, the paper underscores the importance of API versioning, advocating for maintaining 
consistency and stability, alongside providing insights into API discovery, inventory management and 
cataloging. These practices are essential for proactive endpoint security management. 
 
Additionally, the paper sheds light on the value of threat modeling as a technique to pinpoint and 
counteract potential risks, reinforcing the necessity of secure coding standards and design patterns. This 
fosters a security-centric culture throughout the API development lifecycle. 
 
In summary, this paper serves as a resource on API security and best practices, offering a deep 
understanding of the required principles, protocols and methodologies for effective API development, 
management, and security. By adhering to these guidelines, financial institutions can significantly bolster 
their API security framework, mitigate risks and cultivate an environment of innovation and security 
within their API ecosystems. 
 

Section 1 – Application Programming Interface (API) Overview 

APIs are foundational elements in today's digital ecosystem, serving as conduits for communication and 
interaction between diverse applications. An API facilitates the request and delivery of data and 
functionalities, enabling applications to seamlessly exchange information and services. The evolution of 
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APIs has led them to support not just simple data exchange, but complex integrations and functionalities 
across varied platforms. 

API specifications, critical for ensuring successful interactions, detail the methods and data formats an 
API supports. These specifications are pivotal for achieving interoperability and maintaining security 
standards across systems. In the dynamic field of technology, APIs have transcended from being mere 
data carriers to becoming integral components of sophisticated software architectures, particularly in 
the financial services sector where reliability and security are paramount. 

This section also provides a curated list of resources for further exploration and understanding of APIs 
and their security aspects. These resources cover a range of topics, from general API information to 
specific guidelines on API security in financial services, including: 

 

API Informational Resources: 

• NIST Security Strategies for Microservices-based Application System - Security Strategies for 

Microservices-based Application Systems (nist.gov) 

• OWASP (Open Worldwide Application Security Project) - OWASP API Security Project | OWASP 

Foundation 

• Financial Data Exchange - Home (financialdataexchange.org)  

• Canada - Government of Canada Standards on APIs - Canada.ca 

• United Kingdom - API design guidance - GOV.UK (www.gov.uk) 

• International Standards Organization - ISO/TS 23029:2020 - Web-service-based application 
programming interface (WAPI) in financial services  

Types of APIs 

APIs are broadly categorized based on their accessibility and intended user base, playing distinct roles in 

various sectors including technology, finance and healthcare. 

Public APIs: Open to all, these APIs are a gateway for innovation and user engagement. In the financial 

sector, their usage is often subject to stringent authentication and authorization protocols, especially 

when sensitive data is involved.  

Partner APIs: Designed for B2B or B2C interactions, these APIs facilitate collaboration between 

businesses. In finance, they're crucial for open banking initiatives, allowing for secure data sharing 

between institutions and authorized third parties, with strong authentication measures and 

authorization controls. 

Internal APIs: Used within an organization, these APIs streamline internal processes and integrations. 

They enhance operational efficiency in financial institutions and, nowadays, follow similar security 

standards as external APIs, with minor differences in the implementation. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-204.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-204.pdf
https://owasp.org/www-project-api-security/
https://owasp.org/www-project-api-security/
https://financialdataexchange.org/
https://www.canada.ca/en/government/system/digital-government/modern-emerging-technologies/government-canada-standards-apis.html
https://www.gov.uk/government/collections/api-design-guidance
https://www.iso.org/standard/74353.html
https://www.iso.org/standard/74353.html
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Hybrid APIs: Combining elements of the aforementioned types, hybrid APIs offer versatile solutions, 

adaptable to various needs in the financial sector. 

How APIs Work  

APIs function through a request-response mechanism, typically using HTTP protocols. An API client 

sends a request, which the corresponding server processes by returning the required data or service. 

This interaction enables applications to seamlessly communicate and share functionalities. 

APIs come in various types, each serving distinct purposes: 

1. SOAP APIs: Using the Simple Object Access Protocol, these APIs exchange structured 

information in XML (eXtensible Markup Language) format, often in legacy systems. 

2. RPC APIs: Standing for Remote Procedure Calls, these APIs enable clients to execute procedures 

on the server, receiving direct outputs in return. 

3. WebSocket APIs: These represent a modern approach, enabling two-way communication 

between clients and servers using JSON (JavaScript Object Notation) objects. WebSocket APIs 

are particularly useful for real-time data transmission, such as stock market tickers. 

4. REST APIs: Representational State Transfer (REST) APIs are the most versatile and widely used 

APIs. REST APIs operate on a stateless request-response model, typically using JSON or XML, and 

are prevalent in web services. 

These APIs facilitate various financial services operations like real-time payments, customer data 

management and integration with third-party services. They adhere to specific API protocols, ensuring 

reliable and standardized communication. 

For example, a hotel booking site might use a REST API to fetch real-time weather data using a ZIP code. 

Similarly, a financial application might use WebSocket APIs for real-time stock market updates. 

Whether synchronous or asynchronous, APIs in financial services must ensure secure, efficient and 

reliable data exchange, adhering to industry standards and protocols for optimal performance. 

In the financial services industry, APIs have become integral by streamlining communication and data 

sharing across applications. By offering seamless and efficient user experiences, APIs enable 

organizations to integrate new functionalities without extensive infrastructure changes. 

Key Benefits of APIs 

Enabling Innovation: APIs are instrumental in driving innovation by enabling the seamless integration 

and interaction of diverse applications and data, thereby facilitating the creation of new products and 

services.  

Improving Efficiency: APIs, by adhering to industry standards, save time and reduce costs through the 

use of automation, enhancing workflow efficiency across various business processes. 
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Enhancing Communication: APIs enable smooth data sharing both internally and with external partners, 

facilitating better collaboration and cooperation. 

Increasing Security: APIs play a crucial role in user authentication and data protection, strengthening 

the security framework of applications and services. 

Boosting Flexibility: APIs enhance business adaptability by enabling the development of new products 

and the improvement of existing services, thereby allowing companies to stay responsive to market 

changes. 

APIs are indispensable in today’s tech-driven world, revolutionizing the development and integration of 

technology solutions and proving to be invaluable assets in enhancing operational efficiency, security, 

and innovation. 

Section 2 - Key Stakeholders in API Security Teams  

To effectively navigate the complexities of API security in financial services, it is essential to understand 

the roles and responsibilities of the involved parties. Stakeholders are broken down into two primary 

categories: organization-wide stakeholders and security teams. 

In the realm of API security within financial services, the effectiveness of security programs hinges on a 

well-informed, collaborative and committed group of stakeholders. This group ranges from executive 

leadership to IT teams, developers and third-party partners. To ensure the success of API security 

initiatives, it is imperative to align the efforts of various departments involved in conceptualizing, 

developing and securing APIs. This alignment fosters a culture of shared responsibility and accountability 

which is vital for the success of API security initiatives. 

Effective collaboration and communication among stakeholders are essential. They ensure the 

identification of potential risks, the development of robust security measures and the continuous 

refinement of the organization’s API security posture. This collaborative approach enables financial 

institutions to build a secure and resilient API ecosystem, facilitating digital transformation while 

adhering to industry regulations. 

Organization-wide Level 

For a comprehensive understanding of the API security landscape, it's important to consider the broad 

organizational context. At the organization-wide level, various groups and individuals contribute 

significantly to the overall security framework: 

• Organization Leadership: Executive Leadership is instrumental in shaping the organization's 

technology direction, particularly in the context of API utilization. Their role extends beyond 

strategic guidance to defining risk tolerances and championing a security-first culture across the 

entire organization. 
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• IT Management: Led by CIOs, CTOs and IT Directors, this tier translates the executive vision into 

actionable technology strategies. They are pivotal in aligning the organization's API approach 

with its broader tech strategy, ensuring robust API security measures are integrated. Their 

responsibilities encompass overseeing API implementation, maintenance and ensuring the 

deployment of necessary tools and processes for a successful API program. 

Security Team  

In ensuring a robust API security program, various specialized security teams play pivotal roles: 

• Application Security: This team ensures the secure design, development and deployment of 

applications and APIs. Collaborating with development and QA teams, they embed secure 

coding practices, conduct vulnerability assessments and address security flaws. 

• Audit: Acting as the third line of defense, the audit team independently evaluates the 

effectiveness of API security controls and compliance with both internal and external 

standards, suggesting improvements where necessary. 

• Identity and Access Management (IAM): Focused on managing user identities and access to 

APIs, the IAM team implements authentication and authorization solutions, crucial for data 

protection and access control. 

• Incident Response: Tasked with rapid response to security incidents, this team coordinates 

efforts to minimize impact and restore normal operations, maintaining an incident response 

plan for API-related issues. 

• Network Security: Responsible for protecting the network infrastructure, this team deploys 

controls like firewalls and intrusion detection systems to secure API communication 

channels against external threats. 

• Risk Management: This team assesses and prioritizes API security risks, developing 

strategies for risk mitigation and monitoring the effectiveness of security measures. 

• Security Operations: Continuously monitoring the API environment, this team identifies and 

responds to security threats, maintaining vigilance against potential breaches. 

• Training and Awareness: They ensure all stakeholders are knowledgeable about API security 

practices, fostering a culture of security awareness and shared responsibility. 

• Threat Intelligence: Gathering and analyzing information on emerging threats, this team 
provides insights for proactive security enhancements, collaborating with other security 
teams. 

Each team plays a distinct role in forming a complete API security strategy, a necessity in the financial 
services sector where strict regulatory requirements and the handling of sensitive data are paramount. 
A collaborative approach among these teams, aligned with organizational goals, underpins a secure and 
resilient API ecosystem. 
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Section 3 – API Design and Architecture 

This section delves into the detailed processes and strategies essential for the creation and structuring 

of APIs within the organization. It highlights the collaborative efforts and specialized skills necessary to 

develop APIs that are functional, secure and compliant with industry standards. 

Significant aspects of this process include: 

Application Development 

The teams responsible for Application Development play a vital role in the creation of APIs. They ensure 

that each API is designed, built and maintained with a strong focus on security. Working alongside 

security teams, these developers integrate secure coding practices, proactively address vulnerabilities 

and adapt to evolving security threats. Their collaboration with external third parties and vendors is 

essential for developing and implementing APIs that meet specific operational requirements. 

API Architecture in Financial Institutions 
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API architecture, crucial in defining interactions within and outside an API, focuses on scalability, 

security, and reliability. A well-structured API architecture fosters API reusability within the institution, 

expedites deployment, and minimizes technical debt and vendor dependency. This paper zeroes in on 

REST (Representational State Transfer) architecture, a widely adopted standard in API development, 

highlighting its significance in the financial sector. 

API Components  

An API's architecture is composed of multiple components, each with a distinct role in ensuring seamless 

and secure functionality. At the heart of this architecture is the API interface, which serves as the critical 

point of interaction for applications: 

• API Interface: This component outlines the set of rules for how applications interact with the 

API, detailing guidelines and specifications that predominantly utilize the REST protocol, while 

also supporting others like GraphQL and SOAP. Developers need to have a thorough 

understanding of the API interface to make the most of the API's capabilities.  

Following the interface, several key elements further define how the API operates and interacts 

with applications: 

• Available Functions: The interface outlines the required parameters for each function, 

detailing the specific information that developers must include in their requests to 

ensure successful interaction and access to the API's functionalities. 

• Parameters and Function Access: For each function, the interface specifies the 

necessary parameters, which developers must provide in their requests. 

• Data Exchange: This aspect of the interface determines the data format for request and 

response exchanges, ensuring consistency and standardization. 

• Return Codes: The interface provides return codes indicating the success or failure of 

function executions. 

• API Portals: These platforms share API designs and resources like documentation and code 

samples, offering benefits such as: 

• Streamlined Developer Onboarding: Facilitating quick and efficient API usage initiation 

for developers. 

• Enhanced Developer Experience: Offering intuitive and user-friendly interaction with 

APIs. 

• Efficient API Consumption: Enabling faster integration and reduced development time. 

• Promotion of Innovation: Encouraging creative application and service development. 

• Secure API Usage: Implementing authentication and authorization for secure API access. 



 

 
 
 
 
12     www.bpi.com 

  

Leveraging the Financial-grade API Security Profile 1.0 (FAPI 1.0) as a standardized framework enhances 

API security in the financial services industry. This integration ensures the confidentiality, integrity and 

availability of APIs handling sensitive financial data. By combining FAPI with the strategies in this paper, 

financial institutions can fortify their API security and support their digital transformation. 

API Gateway 

An API gateway is a critical component in API architecture, acting as a mediator between client 

applications and backend services. It centralizes several key functions to enhance API security and 

efficiency: 

• Access Control: Integrating with an identity provider to enforce authentication and 

authorization at the perimeter to ensure only authorized access to backend services. 

• SSL Termination: Decrypting HTTPS requests at a certain network point relieves the backend 

services from the burden of decryption, thereby optimizing their performance. 

• Rate Limiting and Throttling: Setting and enforcing policies that control the number of requests 

a user can make to an API in a given timeframe, as well as slowing down the traffic from users 

who exceed these limits. 

• Load Balancing: Evenly distributing incoming requests across several service instances to 

enhance overall performance and ensure no single service is overwhelmed. 

• Data Transformation: Converting data formats to ensure compatibility between different clients 

and services. 

• Security Features: Incorporating elements like Web Application Firewalls to guard against web-

based threats, along with sanitizing input and output to prevent injection attacks and other 

vulnerabilities. 

Considerations for Choosing Not to Use an API Gateway 

Deciding not to use an API gateway, which is contrary to industry best practices, requires a 

comprehensive security evaluation and the application of standard controls at a different layer or 

network point. This approach may lead to potential issues such as the added complexity of integrating 

equivalent security measures and accumulating technical debt. It is recommended to meticulously 

document any alternative security controls in the organization's standard or policy architectural 

documentation.  

https://openid.net/specs/openid-financial-api-part-1-1_0.html
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API Gateway Guiding Principles 

The API gateway should be positioned close to the service provider to reduce latency. When integrating 

new services, it's advisable to use established industry-standard system integrators, such as MuleSoft, 

Kong, Boomi, Apigee, etc. Additionally, the API gateway needs to incorporate a Web Application Firewall 

to validate and inspect HTTP requests.

 

Other API Gateway Considerations 

• Microservice Billing: This feature enables precise tracking of microservice usage, facilitates 

automated billing and improves customer experience by providing clear and transparent 

pricing. 

• Legacy Apps Integration: While integrating legacy applications with an API gateway can be 

challenging, it offers advantages such as protocol conversion and smoother interactions 

with contemporary systems. 

• Caching: Caching enhances API performance and decreases the load on the backend. 

However, it's important to address the challenges of maintaining cache consistency and 

ensuring the freshness of the data. These considerations are important for ensuring that the 

API gateway effectively supports and enhances the organization's API ecosystem. 
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Effective API Authentication and Authorization 

Ensuring secure access to APIs, particularly those handling sensitive data, requires robust authentication 

and authorization mechanisms. Authentication confirms the identity of API consumers, while 

authorization grants them access to only the data and functions they're permitted to use. This approach 

adheres to the principle of least privilege and supports the development of zero trust network 

architectures. 

Various methods cater to API authentication and authorization, each balancing complexity and security. 

Common to these methods is the requirement for consumers to provide unique credentials on each 

request in stateless environments like REST and GraphQL APIs. These credentials are then verified by the 

provider for each interaction, ensuring consistent security throughout the sessionless communication 

process. 

 

Available Methods of API Authentication and Authorization 

API security is important, especially when accessing sensitive data. Authentication confirms the 

identities of API consumers, while authorization controls their access to data, adhering to the principle 

of least privilege and supporting zero trust frameworks. 

• Basic Authentication: This straightforward method involves sending credentials with each 

request. While less secure, using it with HTTPS enhances security. However, there's a risk of 

unauthorized access if credentials are compromised. 

• JSON Web Token (JWT): This method uses secure, encrypted tokens for API interactions. 

JWTs are signed and can be verified by the server, facilitating secure exchanges. 

• Access Tokens: These tokens authorize API requests on behalf of a user. They can be either 

opaque strings or JWTs and are included in each request to authorize access. 

• Bearer Tokens: Bearer Tokens are used in the Authorization header to authenticate 

requests. They are commonly used with OAuth 2.0 and JWT. 

• WS-Trust: This method involves a Security Token Service (STS) for exchanging tokens, 

accommodating applications that use SOAP and SAML. 

• OAuth 2.0: This authorization framework allows third-party services to access user data 

without revealing user passwords by utilizing tokens to grant temporary, secure access. 

• OpenID Connect (OIDC): An extension of OAuth 2.0, OIDC is used for user authentication, 

providing ID tokens to verify user identity across various applications. 

Each of these methods is designed for specific scenarios, offering different levels of security and 

suitability for various API authentication and authorization needs. 
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Transport Layer Security Background and Rationale  

Transport Layer Security (TLS) is a cryptographic protocol essential for securing network 

communications and preventing data eavesdropping and tampering. It maintains integrity and privacy in 

client-server interactions, including API communications. TLS operates through a handshaking process 

for a secure, stateful connection, using an asymmetric cipher for initial negotiations and a symmetric 

cipher for ongoing encrypted communication. 

• One-Way TLS (oTLS): This mode authenticates the server to the client — common in web 

traffic — but lacks client authentication, which makes it less secure for sensitive 

transactions. 

• Mutual TLS (mTLS): Crucial for B2B API interactions, mTLS requires both client and server to 

authenticate each other. It utilizes X.509 digital certificates, validated by trusted certificate 

authorities. mTLS provides robust protection against various attacks: 

1. On-path attacks: Prevents interception or alteration of communications. 

2. Credential stuffing: Blocks unauthorized access using stolen credentials. 

3. Malicious API requests: Ensures API requests are from legitimate, authenticated 

sources. 

In financial services, mTLS supports secure open banking and is integral to FAPI specifications, 

mandating certificate-bound access tokens for secure client-server interactions. It provides an additional 

security layer over oTLS, essential for protecting sensitive financial data. 

 

API Traffic Pattern Scenarios 

In the following section, we explore various API Traffic Pattern Scenarios within the context of security 
access control, interactions between enterprises and third parties and open banking access. The tables 
included provide an overview of different scenarios, detailing specific solution recommendations. These 
scenarios are crucial for understanding the dynamics of API traffic and the corresponding security 
measures necessary to safeguard data and transactions in diverse API interactions. 
 



 

 
 
 
 
16     www.bpi.com 

  

Security Access 
Control 

API Traffic From 
Enterprise to a Third 
Party – DIGITAL 

EDGE- Egress And 
Ingress 

API Traffic From a 
Third Party to 
DIGITAL EDGE - 

Egress and Ingress 

Open Banking 3rd-
Party Institutions 
Accessing 

Enterprise Data on a 
Clients Behalf 

Relying Party 
Authentication  

Advise/Prefer TLS 
Certificate  

Advise/Prefer TLS 
Certificate  

Advise/Prefer TLS 
Certificate  

Relying Party 
Authorization  

JSON Web Token 
(JWT) - Access Token: 
JWT from Enterprise 
RP to GW  

JSON Web Token 
(JWT) OR Local to API 
Gateway  

JSON Web Token 
(JWT) 

Internal Users 
Authentication  

SAML Assertion  SAML Assertion  SAML Assertion  

Privileged Internal Users  Credential Vault/MFA  Credential Vault/MFA  Credential Vault/MFA  

 

 

Security Access Control 
API Traffic From 
Enterprise to a 
Third Party 

API Traffic From a 

Third Party 
DIGITAL EDGE -
Egress and Ingress 

Open Banking 3rd-

Party Institutions 
Accessing 
Enterprise Data on 
a Clients Behalf 

Relying Party Authentication  
Required by FAPI for Open 
Banking use cases  
Precondition to create 
certificate-bound access 
tokens, for all API use cases. 

 Advise /Prefer TLS 
Certificate  

Advise /Prefer TLS 
Certificate  

Advise /Prefer TLS 
Certificate  

Relying Party Authorization  
JWTS are required to be 
appropriately secured  
Opaque tokens require 
introspection 

JSON Web Token 
(JWT) - Access Token: 
JWT from Enterprise 
RP to GW  

 JSON Web Token 
(JWT) OR Local to API 
Gateway 

JSON Web Token 
(JWT) 

Intenal Users Authentication  SAML Assertion  SAML Assertion  SAML Assertion 

Privileged Internal Users Credential Vault/ 
MFA 

Credential Vault/ 
MFA 

Credential Vault/ 
MFA 
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Identity Management and Authentication - Relying Party (API) Application Authentication  

Security 
Access 
Control 

EAST-
WEST API 

Traffic 
Within an 
Enterprise
-Owned 

Data 
Center 

NORTHBOUND 

API Traffic 
from 
Enterprise to a 
Third Party 

EGRESS 

SOUTHBOUND 
API Traffic 

from a Third 
3rd-Party to 
Party to 
Enterprise 

INGRESS 

3RD PARTY 
API Traffic 

Between 
Bank 
Vendors, 
With 

Enterprise 

OPEN 
BANKING 
3rd-Party 

Institutions 
Accessing 
Enterprise 
Data on a 

Clients 
Behalf 

RESTful API 
Authenticators  
Note: TLS client 
Authentication 
is more than 
mTLS 
establishment 
at the 
transport layer 

Client ID 
and Secret 
TLS Client 
Authentica
tion  
Private Key 
JWT 

Client ID and 
Secret  
TLS Client 
Authentication  
Private Key JWT  

Client ID and 
Secret  
TLS Client 
Authentication  
Private Key JWT  

Not 
Applicable  

TLS Client 
Authentication  
Private Key 
JWT  

Authentication 
Flow for 
RESTful APls/ 
Session-to-
Session  

OAuth2 
Client 
credential 
code flow  

OAuth2 Client 
credential code 
flow  

OAuth2 Client 
credential code 
flow  

Not 
Applicable  

OIDC 1.0 
authorization 
code flow  

SOAP API 
Authentication 
Profiles - 
CONTAINED 

Username 
Token  
X.509 
Certificate 
Token  
SAML 
Token  

Username 
Token  
X.509 Certificate 
Token  
SAML Token  

Username Token  
X.509 Certificate 
Token  
SAML Token  

Not 
Applicable  

Not Applicable  

API Access 
Token Type  

Certificate 
bound  

Certificate 
bound  

Certificate bound  Not 
Applicable  

Certificate 
bound  
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Identity Management and Authentication - Relying Party (API) Application Authentication  

Security 
Access 
Control 

EAST-
WEST API 

Traffic 
Within an 
Enterprise
-Owned 

Data 
Center 

NORTHBOUND 

API Traffic 
from 
Enterprise to a 
Third Party 

EGRESS 

SOUTHBOUND 
API Traffic 

from a Third 
3rd-Party to 
Party to 
Enterprise 

INGRESS 

3RD PARTY 
API Traffic 

Between 
Bank 
Vendors, 
With 

Enterprise 

OPEN 
BANKING 
3rd-Party 

Institutions 
Accessing 
Enterprise 
Data on a 

Clients 
Behalf 

API Access 
Token Request 
- Required 
Content 

Grant type 
MUST be 
set to 
"client_cre
dentials " 

Grant type 
MUST be set to 
"client_credenti
als " 

Grant type MUST 
be set to 
"client_credentia
ls " 

Not 
Applicable  

Grant type 
MUST be set 
to: 
"authorization
_code" 
"code" is 
required 
"redirect url" 
is required  
"client id" is 
required  
"state" is 
required  

API Access 
Token 
Response - 
Required 
Content 

Access 
token 
"time to 
live" value  

Access token 
"time to live" 
value  

Access token 
"time to live" 
value  

Not 
Applicable  

Access token 
"time to live" 
value  

API Refresh 
Token Issuance  

Not 
Supported  

Not Supported  Not Supported  Not 
Applicable  

Allowed 

 

Secure Design Patterns 

Implementing risk-based API security controls necessitates the adoption of secure design patterns, 

which include: 

• Threat Modeling for Shift-Left Secure Design Practices: Start threat modeling early in the 

development cycle to spot potential security issues and integrate suitable security measures. 

• API Discovery and Cataloging: Keep a continuous check and catalogue of APIs during the 

development and production phases to ensure full visibility and control over the API 

environment. 
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• API Gateway and Service Mesh Deployment: Position all APIs, whether for internal or external 

use, within sanctioned API gateways and service meshes to create centralized points for control 

and security. 

• Continuous Monitoring and Layered Security Defenses: Employ a layered security strategy to 

persistently monitor and safeguard APIs against a range of threats, such as exploits, denial of 

service attacks and malicious bots. 

• Authentication and Authorization Controls: Set up strong authentication and authorization 

processes for both users and services, using methods like mutual TLS (mTLS), Access Control 

Lists (ACLs), OAuth and JSON Web Tokens (JWT) to boost API security. 

• Disallowed Weak Authentication Schemes: Steer clear of less secure authentication methods 

such as basic API keys, especially for APIs that are externally accessible, to uphold high-security 

standards. 

• Avoiding Deprecated or Legacy Flows: Avoid using outdated or legacy protocols, like OAuth 2.0 

Implicit grants, which carry inherent security risks. 

• Short API Token Lifetimes: Keep API token lifetimes short to lessen the risk of threat exposure. 

• Message Input Validation: Enforce strict validation of message inputs in APIs to block 

malformed or harmful requests. 

• Prevention of Data Leakage: Make sure APIs do not accidentally disclose sensitive information, 

thus preserving data confidentiality. 

• Avoiding Hard-coded API Secrets: Avoid embedding API secrets directly in the source code; 

instead, opt for secure secret management practices. 

• Confidentiality Measures: Implement confidentiality at the transport layer as a fundamental 

practice, and consider extra measures for message payload confidentiality in scenarios with 

higher risks. 

• Per API Rate Limits: Implement rate limiting on an individual API basis to deter misuse and 

guarantee fair access. 

• API IP Allow and Deny Lists: Use IP allow and deny lists to limit network access and effectively 

manage API interactions. 

• Micro-Segmentation with Service Meshes: Apply micro-segmentation in service meshes as part 

of your API security strategy to segregate and protect services. 

• Secure SDLC Testing: Consistently perform both white-box and black-box testing on APIs to 

identify vulnerabilities throughout the secure Software Development Life Cycle (SDLC). 

Adherence to these secure design patterns will significantly enhance the organization's API security 

posture, contributing to the creation of a strong and resilient API ecosystem. 
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Secure Coding Guidelines 

The secure coding guidelines for APIs are designed to empower developers to build security into their 

APIs effectively. Focused on addressing common attack patterns and vulnerabilities, these guidelines 

provide examples for a variety of API types including REST, SOAP, gRPC (Google's open-source RPC 

protocol) and GraphQL. They also consider relevant programming languages and backend frameworks to 

offer practical, applicable advice. 

It's important to regularly update these guidelines to reflect new security challenges and evolving attack 

methodologies. Accompanying this section is a table that presents typical threats, weaknesses and 

recommended controls. This table serves as a foundational reference for creating comprehensive and 

secure coding practices within the guidelines. 

Threat Weakness Control 

Insecure/Broken Object 

Level Authorization 

OWASP API1:2023 

CAPEC-22 

CAPEC-39 

CAPEC-233 

CWE-200 

CWE-284 

CWE-285 

CWE-639 

CWE-706 

CWE-862 

Implement Proper Access Control on Objects and Resources  

Prevent Insecure Direct Object Reference (IDOR) 

Broken User 

Authentication 

OWASP API2:2023 

CAPEC-2 

CAPEC-49 

CAPEC-114 

CAPEC-115 

 

CWE-256 

CWE-287 

CWE-307 

CWE-522 

CWE-798 

CWE-1004 

 

Implement Proper Authentication 

Implement Authentication in Endpoints 

Avoid Hardcoded Secrets 

Implement Secure Cookies  

Implement SameSite Cookies  

Implement Standard Authentication 

Rate Limit Authentication Attempts  

 

Excessive Data Exposure 

OWASP API3:2023 

CWE-200 

CWE-213 

CWE-359 

Design API to Contain Only Necessary Data 

Server-side Data Filtering  

Error Handling  
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Threat Weakness Control 

Denial of Service 

OWASP API4:2023 

CAPEC-112 

CAPEC-125 

CAPEC-130 

CAPEC-131 

 

CWE-307 

CWE-674 

CWE-770 

CWE-1325 

 

Rate Limiting 

Query Depth Limit  

Query Rate Limit  

Query Complexity Limit  

Public API Key Management  

API Secrets Management 

Restrict Oversized XML Payloads – SOAP 

Restrict Recursive XML Payloads – SOAP  

Implement XML Schema Validation – SOAP 

Broken Function Level 

Authorization  

OWASP API5:2023 

 

 

 

CWE-284 

CWE-285 

CWE-306 

CWE-806 

CWE-863 

Explicit Deny All Access by Default  

Ensure User Authorization Matches with API Endpoint  

Restrict HTTP Verbs  

Mass Assignment  

OWASP API6:2023 

 

CWE-502 

CWE-913 

CWE-915 

Implement Data Transfer Objects  

Allow-list Accessible Properties  

Deny-list Sensitive Properties  

Security 

Misconfiguration 

OWASP API7:2019 

(OWASP8:2023) 

CAPEC-176 

CAPEC-278 

CAPEC-1269 

 

CWE-15 

CWE-16 

CWE-200 

CWE-209 

CWE-311 

CWE-319 

CWE-388 

CWE-1243 

Follow Best Security Practices  

Enable TLS  

Implement Default HTTP Security Headers  

Custom Headers 

Disable Default Configuration  

Disable Landing Pages  

Disable GraphiQL or GraphQL Playground in Production 

Transport Encoding - SOAP 
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Threat Weakness Control 

CWE-2 

CWE-444 

CWE-942 

 

 

Injection 

OWASP API8:2019 

CAPEC-66 

CAPEC-77 

CAPEC-88 

CAPEC-242 

CAPEC-248 

CWE-20 

CWE-77 

CWE-78 

CWE-88 

CWE-89 

CWE-94 

CWE-96 

CWE-345 

CWE-346 

CWE-697 

CWE-713 

CWE-1286 

Input Validation  

Allow-List Input Validation  

Use Technology Stack API  

User Input Sanitization  

Parameterized Statements and Queries  

Implement Input Validators  

Disable XML External Entities – SOAP  

Implement Input Validation for XPath Injection – SOAP 

Improper Asset 

Management  

OWASP API9:2019 

(OWASP API9:2023) 

CAPEC-439 

CAPEC-1269 

 

CWE-1059 

CWE-1104 

 

Inventory Management  

Proper API Documentation  

Avoid Using Production Data in Non-Production 

Environment  

Insufficient Logging & 

Monitoring  

CWE-117 

CWE-223 

Implement Logging  

Integrate SIEM with API  
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Threat Weakness Control 

OWASP API10:2019 

CAPEC-268 (Renamed 

to: Unrestricted Access 

to Sensitive Business 

Flows [API6:2023]) 

CWE-532 

CWE-778 

Avoid Verbose Logs  

Enforce Consistent Formatting  

Custom Log Formatting   

 

Here’s an example of how insecure and secure coding examples can be provided as part of the 

guidelines. 

Mass Assignment Insecure Code Example 
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Secure Code example 

 

 

Insecure Code Example 

 

 

Secure Code Example 
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Section 4 – API Communication and Network Security 

Standards, rules and procedures have historically been fundamental in ensuring effective system and 

application interfaces. A notable example from the financial services industry is the establishment of the 

ACH network, which revolutionized transaction processing with its efficiency and speed. 

In the current era of hyperconnected computing, these guiding principles are embodied in API protocols. 

Whether operating synchronously, where client requests elicit direct server responses, or 

asynchronously in event-driven models, API protocols are pivotal. They ensure that client and server 

software interact seamlessly, enabling standardized, reliable data and service exchanges across various 

applications. This seamless interoperability is essential for modern applications, ranging from simple 

data requests to real-time dynamic systems like stock tickers. 

Common API Protocol  

This section delves into the most widely used API protocols, each with unique characteristics and 

applications: 

1. GraphQL (Graph Query Language): Developed by Facebook, GraphQL allows clients to specify 

data needs, leading to efficient, tailored responses. It’s ideal for flexible and precise data 

retrieval, however, it can face challenges with complex or high-volume requests. 

2. REST (Representational State Transfer): A prevalent protocol, RESTful APIs are versatile and 

support various data formats like JSON, HTML and plain text. Known for their simplicity and ease 

of integration, they leverage HTTP/HTTPS and benefit from browser caching for enhanced 

efficiency. 

3. SOAP (Simple Object Access Protocol): An established protocol using XML for communication. 

SOAP supports multiple transmission methods but can be complex, often leading developers to 

prefer more modern protocols. 

4. RPC (Remote Procedural Call): Facilitates direct function or procedure calls between client and 

server. Subcategories include: 

• XML-RPC: Utilizes XML, requiring complete encoding but may be less favored due to its 

complexity. 

• JSON-RPC: Offers a simpler approach using JSON, suitable for performance-centric 

scenarios. 

• gRPC: Google's open-source RPC protocol, offering developer flexibility and efficient 

data structuring. 

• Apache Thrift: Facebook's RPC-like protocol with a versatile code-generating engine, 

allowing for flexible programming language use. 
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Each protocol serves specific communication needs, enabling developers to choose the best fit for their 

application requirements. 

References: 

• API Fundamentals (IBM)  

• Understanding Web API Protocols, Practices, and Styles (Mike Amundsen) 

• 5 Key Trends in API Development (SwaggerHub) 

• Different types of API Protocols (opengenus.org) 

 

Section 5 – API Application Security  

API security extends beyond authentication and authorization, encompassing a wide range of practices 

and technologies. This includes critical elements like token handling, encryption, firewalls and other 

security measures vital for protecting the confidentiality, integrity and availability of API resources. 

Enhancing these security practices helps organizations prevent breaches, protect sensitive data and 

foster trust and compliance. This section highlights the necessity of a comprehensive API security 

strategy to develop secure, reliable API-based services. 

Users and Services Authentication & Authorization 

In this section, the focus shifts to the practical implementation of both users and API authentication and 

authorization using zero trust architecture principles. It recognizes the intricate nature of API request 

flows in contemporary systems, where a single customer request might interact with numerous APIs or 

microservices. The discussion highlights the need to advance past conventional perimeter security, 

promoting the application of authentication and authorization at every level of the API environment. 

Such a strategy is in harmony with zero trust principles, bolstering security by verifying every request at 

each point throughout the API's operation. 

 
API Application Security Prerequisites and Implementation 

• Pre-API Invocation 

Before invoking an API, a comprehensive login procedure is executed, resulting in the issuance 

of JWT tokens. These tokens are essential for clients to gain access to external APIs, serving as a 

secure method of authentication and authorization. 

 

• API Users 

Various entities can invoke the API, including business entities, end-users or businesses 

representing end-users. This diversity in API users necessitates a flexible authentication and 

authorization framework to accommodate the different types of interactions. 

 

https://developer.ibm.com/articles/api-fundamentals/
https://medium.com/pragmatic-programmers/understanding-web-api-protocols-practices-and-styles-aa64f2a20a3d
https://swagger.io/blog/5-key-trends-fintech-api-development/?sbsearch=protocols
https://iq.opengenus.org/different-types-of-api-protocols/
https://medium.com/@kapil.pruthi/api-security-authentication-authorization-fa4c0024d9ba
https://medium.com/@kapil.pruthi/api-security-authentication-authorization-fa4c0024d9ba
https://bpi.com/adaptive-trust-zero-trust-architecture-in-a-financial-services-environment/
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• Tech Stack Layers 

The technology stack includes several critical layers, such as Load Balancers (LB), Reverse Proxies 

or API Gateways equipped with authentication agents. These layers work in conjunction with 

APIs or Microservices embedded in service meshes, creating a comprehensive and secure 

infrastructure to handle API requests. 

 

• API Invocation Flow 

When an external API call is made, it can initiate a series of calls to multiple internal APIs or 

microservices. This cascading effect underscores the importance of securing each step in the API 

invocation flow to prevent unauthorized access and ensure data integrity throughout the 

process. 

 

Authentication and Authorization (AuthN/AuthZ) Strategies 

• API Service Authentication 

Several practices are recommended to ensure secure interactions. Mutual TLS (mTLS) should be 

employed at entry points, such as Load Balancers (LB), to validate clients effectively. For 

external API traffic, the use of client ID/Secret is preferred over API keys, with authentication 

occurring at the perimeter through an Identity Provider (IDP). Additionally, implementing IP 

whitelisting at the LB level, alongside other security measures, enhances the security posture. 

For communications within the internal network, particularly in service meshes, enabling mTLS 

is crucial. This can be facilitated through the use of sidecar patterns or frameworks, ensuring 

that internal service communications are secure and authenticated. 

 

• API Service Authorization 

For east-west traffic within service meshes, it's essential to establish authorization policies that 

specify ALLOW or DENY actions. This can be achieved by utilizing service mesh frameworks 

equipped with Access Control List (ACL) configuration capabilities. Such frameworks enable the 

precise definition of which services can communicate with each other, enhancing the security 

and governance of inter-service interactions within the network. 

 

• User Authentication 

User Authentication should be implemented using OAuth 2.0 and OpenID Connect for the 

authentication of API traffic. These protocols will facilitate the issuance of tokens with defined 

scopes. The authentication process should be performed at the perimeter, utilizing an Identity 

Provider (IDP) that is seamlessly integrated with the gateway.  

 

To further enhance security, it is recommended to ensure token validation in close proximity to 

the API. This can potentially be achieved through the use of sidecars, in addition to the 

authentication that is already taking place at the perimeter. This multi-layered approach will 

provide a robust security posture for the API traffic. 
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Standards for Data Protection in APIs 

• Data at Rest 

Store confidential data only in the API's backend database with strict access controls, 

encryption, and masking. Securely manage sensitive credentials like API keys in specialized 

platforms and communicate them through phishing-resistant channels. Avoid logging 

confidential or sensitive data. 

 

• Data in Transit 

Use encrypted channels for API communications, preferably with mutual TLS for two-way 

authentication. Where mutual TLS isn't feasible, protect APIs from DDoS attacks and other 

threats with tools like firewalls and request inspection. Transmit sensitive credentials securely, 

avoiding exposure in logs. 

 

• Data in Use 

Limit the scope of access and refresh tokens to the protecting API gateway. Encrypt and sign 

JSON web tokens to safeguard sensitive data. Prevent the use of confidential information like PII 

in query parameters, headers, or error messages. 

 
API Gateways Deployment Environments 
 
API gateways can be implemented in different settings to match application needs: 

• On-Premises: Deployed within an organization's data center, often in a Demilitarized Zone 
(DMZ), providing a secure access point for external clients to backend services. 

• Cloud: Suited for cloud-native applications, cloud-based API gateways offer enhanced flexibility 
and scalability, aligning well with microservices architectures. 

 

Threat Protection and Defense in Depth Strategy 

Web Application Firewall Integration: The primary objective of integrating a web application firewall 

(WAF) is to safeguard web-based applications from potential cybersecurity threats. By combining an API 

gateway with WAF, we establish a defense in-depth strategy. This multi-layered security approach 

fortifies the API ecosystem, significantly diminishing the likelihood of successful cyberattacks and 

bolstering the overall security framework. It's imperative that the API Gateway incorporates a WAF for 

meticulous validation, filtering and inspection of HTTP request content. We must adhere to a 

standardized WAF rule set, consistently updating and applying it in line with WAF protocols. 

Configuration and Logging: It's crucial to configure both WAF and API gateways to effectively block 

recognized industry threats, particularly for Internet-facing web applications. Additionally, integrating 

these systems with enterprise logging facilities ensures comprehensive tracking and response 

documentation. 
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Role of an API Gateway in Security: The API gateway is central to API security, managing access to 

backend services and executing essential functions like SSL termination and rate limiting. Whether 

deployed on-premises or in the cloud, its integration with other security measures significantly enhances 

the security of the API ecosystem. This integration is a cornerstone of an effective defense in depth 

strategy. Business owners must ensure that API gateways are equipped with robust API threat 

protection features, including content validation, filtering and inspection. 

Industry Best Practices and Management: Adhering to industry best practices, particularly for egress 

and open banking traffic scenarios, is essential. This includes: 

• Utilizing the API gateway for HTTP request content management. 

• Regularly updating and implementing a standard WAF rule set. 

• Establishing a dedicated security team to oversee WAF and its rule sets. 

Protocol Translation: Protocol translation allows seamless switching between different API protocols. 

This flexibility enhances compatibility and interoperability, ensuring the API ecosystem remains 

adaptable and future-proof. This capability helps to maintain uninterrupted communication between 

clients and backend services, regardless of evolving technology landscapes. 

Routing API Requests: Efficiently managing API requests through the gateway is critical. The gateway 

not only routes requests but also applies policies to regulate data flow, guaranteeing secure and reliable 

information exchange between clients and backend services. 

Web Application Firewall traffic scenarios use case: 

Threat Protection Security Control  Requirement  

Threat Protection 
Validate/Filter/Inspect, for all API use 
cases for DDoS, ingress traffic and 
open banking use cases. Security 
teams shall ensure that WAF and API 
gateways are configured to block 
industry-known threats and attacks 
for internet-facing web applications 
and that responses are logged with 
enterprise logging 

Security teams must govern IDS (Intrusion Detection 
Systems)/IPS (Intrusion Prevention System) and related 
protective technologies (e.g., Web Application Firewalls, 
DDoS (Distributed Denial of Service) mitigation services). 

Security teams shall manage protective technologies (e.g., 
Web Application Firewalls, DDoS mitigation services) must 
be managed in accordance with CCS governance. 

Business owners must ensure that the API Gateways provide 
threat protection capabilities that include DDoS mitigation 
and API Throttling. 

Threat Protection - Bot protection and 
credential stuffing protection for 
ingress traffic and open banking use 
cases. 

Business owners must ensure that the API gateways provide 
threat protection capabilities that include: IDS (Intrusion 
Detection System) / IPS (Intrusion Prevention System); Bot 
Protection; Credential Stuffing Protection; All Southbound 
attachments must be scanned for malware inclusive of BLOB, 
XML data elements, and other attachment types. 
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Threat Mitigation 
 

The security and reliability of APIs are of paramount importance in protecting sensitive data and 

maintaining system integrity. To effectively identify, prevent and manage potential security risks and 

unauthorized access, it is essential to implement a diverse array of measures for threat mitigation. By 

doing so, organizations can significantly bolster the security and reliability of their APIs, safeguarding the 

API ecosystem and sensitive data from various threats. 

 

Input Validation 

Input validation is a crucial process that ensures input data is in the correct format and meets specified 

criteria. This technique is vital for preventing vulnerabilities that may arise from malicious data or 

unexpected inputs, such as injection attacks or data manipulation. 

 

Authentication 

Authentication is the verification of the identity of clients making API calls. Common methods include 

using access tokens, like OAuth2, or API keys. Some examples of authentication measures include: 

• Requiring authentication before allowing access to specific endpoints. 

• Implementing access control mechanisms to restrict services based on subscription status or 

user roles. 

• Defining management strategies for failed authentication requests, such as blocking or returning 

appropriate error codes. 

 

Authorization 

Authorization grants access privileges and entitlements to authenticated users, ensuring they can only 

access and perform actions within their roles and permissions. This measure is essential in maintaining a 

secure API environment. 

 

IP Allow / Deny Lists 

IP Allow/Deny Lists enable organizations to filter API requests based on the originating IP address. By 

managing IPs through blacklists or whitelists, control over access is enhanced and potentially malicious 

or unauthorized traffic is blocked. 

 

Rate Limiting 

Rate limiting controls the number of API calls a client can make within a set time frame. This technique is 

key in preventing abuse, overload and potential denial-of-service (DoS) attacks. It also promotes fair 

usage of API resources and supports system stability and performance. 

 

By adopting these threat mitigation techniques, organizations can significantly enhance the security and 

reliability of their APIs, protecting against various threats, including unauthorized access, injection 

attacks and DoS attacks. This ensures the integrity of the API ecosystem and the safeguarding of 

sensitive data. 



 

 
 
  
 
31     www.bpi.com 

API & DevSecOps 

In the realm of DevSecOps, where security, operations and agile software development intersect, the 

importance of API security comes to the forefront. This approach emphasizes the integration of security 

best practices as an inherent part of the development cycle, with a particular focus on safeguarding and 

maintaining the integrity of APIs.Considering the significant part APIs play in modern software 

infrastructures, it is necessary to establish robust security measures for their protection.  

 

The DevSecOps model addresses this by emphasizing two critical stages: 

 

Security Testing During Development 

• The lifecycle of an API in DevSecOps begins with thorough security testing in the development 

phase. This proactive measure is crucial for early detection and mitigation of vulnerabilities, 

ensuring that APIs are fortified against potential threats from the outset. 

 

Ongoing Monitoring Post-Deployment 

• Once deployed, continuous monitoring of APIs is essential. This stage is about vigilance – 

keeping an eye out for any emerging threats or anomalies in a live environment, ensuring that 

the APIs remain secure throughout their operational life. 

The effectiveness of these stages is significantly enhanced by integrating specialized tools into the 

Continuous Integration and Continuous Deployment (CI/CD) pipeline. Tools like Dynamic Application 

Security Testing (DAST) and robust monitoring solutions are not just add-ons but integral components of 

the pipeline. They enable a 'shift left' approach, where security testing is conducted early and often, 

aligning with the agile nature of the development process. 

Incorporating automation of these security processes within the CI/CD pipeline is essential for sustaining 

development momentum. It allows for the seamless identification of vulnerabilities without impeding 

the pace of development. This integration ensures that API security is a continuous, integral part of the 

development process, rather than a peripheral or final-stage consideration. 

In summary, DevSecOps is not just about merging development, security and operations; it's about 

elevating API security as a fundamental and continuous focus throughout the software development 

lifecycle. This approach not only safeguards the APIs but also upholds the agility and efficiency of the 

development process, ensuring a robust and secure delivery of software in the face of evolving cyber 

threats. 

API Threat Modeling 

Threat modeling stands as a crucial method in API security, focusing on identifying and implementing 
the most critical countermeasures to protect applications. This process involves a detailed analysis of 
potential threats, attack vectors, and the specific design and context of the application. By 
understanding these elements, organizations can develop a more targeted and effective security 
strategy for their APIs. 
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A practical way to conduct API threat modeling is by leveraging established frameworks like the CAPEC 
(Common Attack Pattern Enumeration) and CWE (Common Weakness Enumeration). These frameworks 
provide a structured approach to identify potential threats and weaknesses, and correspondingly, to 
determine the appropriate API security controls. The table below exemplifies how an API threat model 
can be constructed using these frameworks: 

 

Threat 

Category 
Threat  Weakness Control Security Control 

Spoofing 
CAPEC-114: 
Authentication 
Abuse 

CWE-287: 
Improper 
Authentication  

API 
Authentication 

All APIs should authenticate 
the client that is consuming it. 
As a security principle, APIs 
should not be released in 
production without 
authentication and 
authorization, regardless of 
risk. 

Tampering 

 
 

CAPEC-21: 
Access 
Violations 
(Privilege 
Escalation, Auth 
Bypass) 

CWE-284: 
Improper Access 
Control 

API 
Authorization 

All APIs should authorize the 
client that is consuming it with 
fine grained access controls. 
JWT access tokens should be 
used for fine grained 
authorizations. OAuth 2.0 
should be used where APIs 
are designed to be accessed 
by web or mobile applications, 
involving a user or a client 
acting on its own behalf. 
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Threat 
Category 

Threat  Weakness Control Security Control 

Information 
Disclosure 

CAPEC-157: 
Sniffing Attacks  

CAPEC-94: Man 
in the Middle 
Attack 

CWE-327: Use of a 
Broken or Risky 
Cryptographic 
Algorithm  

CWE-326: 
Inadequate 
Encryption 
Strength  

CWE-311: Missing 
Encryption of 
Sensitive Data  
 

TLS 1.2, Secure 
Cipher Suites 

Message 
Payload 
Encryption 

All APIs should use TLS 1.2 for 
transport layer security, with 
secure cipher suite 
configurations. 

APIs should use 2-way TLS 
(mTLS) as a secure default. 
Where mTLS cannot be 
established and reliance on 1-
way TLS exists, sensitive data 
should be encrypted with 
application layer encryption. 

APIs should implement 
message payload encryption if 
AXP Secret Data is traversing 
over the wire, in addition to 
transport layer security. 

Information 
Disclosure 

CAPEC-37: 
Retrieve 
Embedded 
Sensitive Data 

CWE-209: 
Information 
Exposure Through 
an Error Message 

CWE-598: 
Information 
Exposure Through 
Query Strings in 
GET Request 

CWE-532: 
Information 
Exposure Through 
Log Files 

CWE-312: Cleartext 
Storage of 
Sensitive 
Information 

Sensitive 
Information 
Leakage 
Prevention 

APIs should not leak 
credentials, security tokens, 
PII, Credit Card Numbers 
through JSON Responses, 
Query Parameters, HTTP 
Requests, Error Messages or 
Logs.  
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Threat 
Category 

Threat  Weakness Control Security Control 

Tampering 
CAPEC-153: 
Input Data 
Manipulation 
 

CWE-20: Improper 
Input Validation  

CWE-915: (Mass 
Assignment 
Vulnerability) 
Improperly 
Controlled 
Modification of 
Dynamically 
Determined Object 
Attributes 

CWE-472: 
(Parameter 
Manipulation) 
External Control of 
Assumed-
Immutable Web 
Parameter 

CWE-79: Improper 
Neutralization of 
Input During Web 
Page Generation 
(‘Cross-site 
Scripting’)  

CWE-692: 
Incomplete 
Denylist to Cross-
Site Scripting 

Input Validation 

APIs should perform business 
rule input validation and 
reject malformed or malicious 
requests; Each API should 
perform Allow list-based input 
validation. 
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Threat 
Category 

Threat  Weakness Control Security Control 

Tampering 
CAPEC-253 
Remote Code 
Inclusion 

CWE-434 
Unrestricted File 
Upload 

Anti-Malware 
Protections on 
Uploaded Files 

Prevent Upload 
of Executables 

Allow list File 
Types and File 
Extensions 

APIs should implement secure 
file upload controls including, 
but not limited to: virus 
scanning, use of unpredictable 
file names, storage of files 
outside of document root, 
limiting file sizes, filename 
restrictions, allow-listing 
extensions, restricting file 
permissions, file uploads 
restricted to authorized users 
and limits on the number of 
uploaded files. 

Tampering 

CAPEC-66: SQL 
Injection 

CAPEC-248: 
Command 
Injection  

CWE-89: Improper 
Neutralization of 
Special Elements 
used in an SQL 
Command ('SQL 
Injection') 

CWE-707: 
Improper 
Enforcement of 
Message or Data 
Structure 

CWE-77: Improper 
Neutralization of 
Special Elements 
Used in a 
Command 
(‘Command 
Injection’) 

SQL Injection 
Prevention 

Command 
Injection 
Prevention 

Implement Query 
Parameterization. 

Elevation of 
Privilege 

CAPEC-274: 
HTTP Verb 
Tampering 

CWE-749: Exposed 
Dangerous Method 
or Function  

Restrict HTTP 
Methods 

APIs should restrict HTTP 
methods to only those 
methods needed for 
functionality; APIs should 
reject requests outside of the 
allowed methods. 
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Threat 
Category 

Threat  Weakness Control Security Control 

Tampering 

CAPEC-63: 

Cross-Site 
Scripting (XSS) 

CWE-942 Overly 
Permissive Cross 
Domain Allow list 

Disable CORS 

CORS headers should not be 
present unless specifically 
needed. If cross-origin-access 
is required, CORS headers 
should be locked down to as 
few origins and resources as 
possible. 

Denial of 
Service 

CAPEC-469: 
Denial of Service 
(Network and 
Application 
Layer) 

CWE-770: 
Allocation of 
Resources Without 
Limits or Throttling 

CWE-400: 
Uncontrolled 
Resource 
Consumption 

Rate 
Limiting/Traffic 
Throttling 

B2B APIs should enable DoS 
rate-limiting controls to 
protect against availability 
impacts. 

Denial of 
Service 

WASC-21: 
Insufficient Anti-
automation 

CAPEC-112: 
Brute Force 

CWE-799: 
Improper Control 
of Interaction 
Frequency 

Bot Mitigation 

Bot mitigation should be 
enabled for internet-facing 
APIs. Basic bot mitigation 
controls should be enabled 
through perimeter WAFs. 
 

Spoofing 

CAPEC-37: 
Retrieve 
Embedded 
Sensitive Data 
 

CWE-798: Use of 
Hard-coded 
Credentials  

CWE-540: 
Information Exposure 
Through Source Code 

Secrets 
Management 

API keys, Credentials and 
Crypto secret keys should not 
be hard coded into the source 
code; Centralized secrets 
management capabilities such 
as Application Password Vault 
should be leveraged. 

APIs that handle crypto 
private keys should leverage a 
centralized key management 
capability. 
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Threat 
Category 

Threat  Weakness Control Security Control 

Elevation of 
Privilege 

CAPEC-212: 
Functionality 
Misuse  

CWE-932: Insecure 
Direct Object 
Reference (IDOR) 

CWE-472: External 
Control of Assumed 
Immutable Web 
Parameter  

CWE-233: Improper 
Handling of 
Parameters 

CWE-841: Improper 
Enforcement of 
Behavioral Workflow 

CWE-288: 
Authentication 
Bypass Using an 
Alternate Path or 
Channel 

CWE-272: Least 
Privilege Violation 

CWE-22: Improper 
Limitation of a 
Pathname to a 
Restricted Directory 
('Path Traversal') 

CWE-99: Improper 
Control of Resource 
Identifiers ('Resource 
Injection') 

CWE-639: 
Authorization Bypass 
Through User-
Controlled Key 

CWE-840: Business 
Logic Errors  

Business Logic 
Abuse 
Prevention & 
Detection 

APIs should be reviewed and 
tested for logic flaws. 
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Threat 
Category 

Threat  Weakness Control Security Control 

Repudiation 

CWE-1036: 
Insufficient 
Logging and 
Monitoring 

CWE-778: 
Insufficient Logging 

Security Logging 
& Monitoring 

Each API should produce 
standardized application and 
OS layer security logs for 
ingestion into centralized 
SIEM for SOC monitoring and 
incident response. 

 

This model serves as a guide for organizations to systematically assess and address the security of their 
APIs. By mapping specific threats and weaknesses to their APIs and aligning them with effective security 
controls, organizations can significantly enhance the security posture of their applications. Adopting a 
proactive stance is important in the current landscape, as APIs are progressively turning into targets for 
cyberattacks. 
 

Integrating API Security with Application Security for a Comprehensive Security Strategy 

API Security and Application Security are two critical pillars in an organization's overarching Information 

Security strategy. While they each focus on distinct elements of software systems, their roles are deeply 

intertwined, working in concert to ensure the secure operation of software applications. 

API Security: The Frontline of Defense  

API Security is specifically tailored to protect APIs from various attacks and threats. Given that APIs act 

as junctions linking different applications, they are often targeted by cybercriminals. The primary goal 

here is to safeguard the integrity, confidentiality, and availability of data flowing through these APIs. 

This necessitates rigorous security testing practices, including penetration testing, fuzz testing and DDoS 

testing, to thoroughly assess and confirm the security of API design and implementation. 

 

Application Security: The Broader Shield  

In contrast, application security adopts a more expansive scope, focusing on the security of the software 

application as a whole. This domain addresses a wide spectrum of security concerns, ranging from 

vulnerabilities and unauthorized access attempts to various forms of malicious attacks, across all stages 

of the application's lifecycle. 

 

Harmonizing for Enhanced Security  

The synergy between API Security and application security is crucial. By aligning the meticulous security 

measures of API Security with the broader protective strategies of Application Security, organizations 

can forge a more formidable defense against a wide array of threats. This integrated approach ensures 

that the secure design and implementation of APIs effectively complement the overall security 

measures of the application, leading to a comprehensive and resilient security posture. 
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The Bigger Picture: A Unified Security Strategy  

In essence, a strong information security strategy should seamlessly blend API security with application 

security. This holistic approach is pivotal in constructing a fortified digital environment for software 

applications. It not only safeguards sensitive data but also assures uninterrupted operations amidst the 

constantly evolving landscape of cybersecurity challenges. The end goal is clear: a well-rounded, resilient 

security framework that stands as the bedrock of modern software systems. 

 

Section 6 – API Operations  

Managing APIs in Production  

The Operations team plays a crucial role in the deployment, monitoring and maintenance of APIs in 

production environments. Their responsibilities include: 

• Ensuring APIs function securely and efficiently; 

• Maintaining compliance with their intended goals; 

• Collaborating with stakeholders to address security incidents or performance issues; and 

• Managing scope creep within an API to keep its functions aligned with original conceptualization 

and design. 

 

API Lifecycle: A Comprehensive Approach 

 

To guarantee strong API security, it's important to thoroughly understand and define the entire lifecycle 

of the API. This involves considering critical security aspects at every stage. The lifecycle of an API 

encompasses four main phases: Creation, Management, Consumption and Retirement. Each of these 

phases requires specific security measures to safeguard the API's integrity and functionality. 

 

Create API: During In the API Create phase, the emphasis is on gathering requirements, defining use 

cases and establishing connectivity to construct the API. This stage is pivotal for the API's security and its 

effectiveness in fulfilling its intended purpose. Adhering to the "secure by design" principle is crucial for 

identifying potential vulnerabilities and implementing comprehensive security measures. Key 

considerations and documentation in this phase should include: 

1. Security Requirements: Integrate security requirements into both functional and non-functional 

requirements. This integration ensures that security is a priority from the beginning and 

throughout the API development process. 

2. Modern Authentication Protocols: Employ modern authentication protocols like OAuth 2.0, 

OpenID Connect or JWT (JSON Web Tokens) to establish robust authentication mechanisms, 

thereby enhancing the API's security and preventing unauthorized access. 

3. Trust Zones Definition: Clearly delineate trust zones, specifying which zones are permitted to 

access the API. This clarity aids in setting up access controls and limits API usage to authorized 

parties, reducing security risks. 
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4. API Access Levels: Assign API access levels based on the principles of least privilege and need-to-

know. Limit access to only the necessary resources and functions for each user or client, 

minimizing the risk of exposing sensitive data. 

5. Encryption and Data Protection: Implement encryption for data in transit and at rest to protect 

sensitive information from unauthorized access or interception. 

6. Input Validation and Sanitization: Ensure thorough input validation and data sanitization to 

prevent common security threats like SQL injection or XSS (cross-site scripting) attacks. 

7. Error Handling and Reporting: Develop effective error handling and reporting mechanisms that 

provide clear, concise error messages to clients without revealing sensitive information. 

8. API Documentation: Comprehensively document the API, including its security aspects, to offer 

clear guidelines for developers, clients and users on secure API interactions. 

9. Security Testing and Review: Perform security testing and code reviews during development to 

identify and address potential security weaknesses. 

By focusing on these security elements during the API Create phase, organizations can establish a solid 

foundation for a secure and effective API. This proactive security approach builds user and client trust, 

ensures regulatory compliance, and enhances the API's resilience against security threats. 

Consume API: In the Consume phase of the API lifecycle, the focus is on the continuous use and 

effective deployment of the API for business purposes. During this phase, implementing key security 

elements is essential to ensure the API's secure and efficient consumption. The following security 

measures are recommended: 

1. Baseline Establishment: Set a baseline for the API's utilization, including metrics on usage, 

performance, and resource consumption. This baseline acts as a reference for monitoring and 

identifying anomalies. 

2. Monitoring for Anomalies: Continuously monitor the API's usage patterns to detect unusual 

activities, such as significant changes in business consumption or potential security breaches. 

3. Security Controls Implementation: Implement robust security controls in both detective and 

blocking modes to address threats. This includes: 

• DDoS Attack Thresholds: Establish thresholds to identify and mitigate Distributed Denial of 

Service (DDoS) attacks that could overwhelm the API's resources. 

• Rate-Limiting Firewall: Use a rate-limiting firewall to prevent OWASP Top 10 attacks by 

limiting the number of requests a client can make within a certain timeframe. 

• API Gateway Restrictions: Employ the API Gateway to restrict parameter usage and 

authentication paths, ensuring only authorized actions and requests are processed. 

4. Incident Response and Remediation: Maintain a well-defined incident response plan for 

security incidents or suspicious activities. Investigate and remediate promptly to mitigate risks. 
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5. Periodic Security Audits: Regularly conduct security audits and assessments to evaluate the 

API's security stance and identify potential vulnerabilities. 

6. Compliance and Reporting: Ensure API usage adheres to relevant regulatory requirements and 

internal security policies. Produce reports on API usage and security events for analysis. 

7. Secure Client Communication: Promote the use of secure communication channels, like HTTPS, 

for data transmission to and from the API, ensuring data confidentiality and integrity. 

By rigorously adhering to these security measures during the "Consume" phase, organizations can 

uphold the integrity and security of the API's ongoing use, effectively detect and respond to security 

incidents and provide a secure, reliable experience for API consumers. 

Retire API: The Retire phase in the API lifecycle, though often overlooked, is critical for sustaining a 

secure API environment. Properly retiring APIs that are no longer needed for business operations 

minimizes security risks. The following are important security considerations for the API retirement 

process: 

1. Deprecation and Removal Process: Implement a clear procedure for deprecating and removing 

APIs that are obsolete or irrelevant for production. Ensure timely removal of retired APIs from 

the production environment to avert unauthorized access. 

2. Grace Period for New Releases: Introduce a mandatory grace period of a few weeks when 

launching new API versions. This period allows users to migrate to the new version while 

keeping the old version active, facilitating a smooth transition and reducing the risk of sudden 

disruptions. 

3. Removal of Old Versions: Regularly scrutinize the API catalog to identify and eliminate outdated 

API versions. These older versions can pose security threats if they lack recent security updates 

or enhancements. 

4. Audit and Tracking: Keep an audit trail and monitor the retirement process of each API. This 

ensures accountability and provides a historical record of the API's decommissioning. 

5. Notify Users: Proactively inform users about the impending retirement of APIs, offering clear 

migration guidance to newer versions or alternative options. 

6. Security Assessment: Conduct a thorough security assessment of the API before retirement to 

identify any residual security issues. Resolve these concerns prior to removing the API from 

production. 

7. Data Handling: Securely manage all data linked to retired APIs, including backups and logs, and 

dispose of them properly if necessary, in line with data protection policies. 

8. Documentation Updates: Revise the API catalog and documentation to reflect the retirement of 

APIs. Clearly label retired APIs as obsolete and provide details on alternative solutions where 

relevant. 
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9. Continuous Monitoring: Persist in monitoring the API environment post-retirement to detect 

any attempts to access retired APIs or any potential security breaches. 

By adopting a structured approach to retiring APIs and addressing these security aspects, organizations 

can effectively diminish the attack surface, mitigate potential security risks and maintain a streamlined 

and secure API ecosystem. The API catalog is a crucial resource for tracking retired APIs and ensuring the 

overall security and integrity of the organization's API framework. 

API Lifecycle: Key Components and Management 

API Backend: The API Backend is the core service responsible for executing business logic and data 

manipulation. It acts as the backbone of the API infrastructure, interfacing with the calling application 

via the API, which passes through the API Gateway. This backend is pivotal, enabling the actual 

execution of the application's functionality and data handling. In collaboration with the API gateway, it 

ensures smooth communication between the application and the business logic/data processing layers, 

delivering the API operations' intended results. 

API Management: This refers to a comprehensive suite of services and tools that oversee the 

administration, configuration, and performance of APIs. It is essential in managing the entire API 

lifecycle, from design and deployment to monitoring and analysis. API Management platforms provide a 

centralized approach, facilitating seamless integration, efficient usage and enhanced security of APIs. 

API Deployment Services: Services like Kubernetes offer a robust, secure and scalable framework for 

containerized API environments. They support API discovery, scaling, load balancing and self-healing of 

microservices. Integrating these services into CI/CD pipelines automates API releases and promotes a 

hands-off approach in the production environment, making API management more effective, reliable 

and adaptable to changing business needs. 

API Configuration: This defines the data models, formats, protocols and other critical elements that 

dictate the API's interaction with clients. Proper API configuration ensures consistency, predictability 

and interoperability, improving the developer experience and aiding the successful integration of APIs 

into various applications and systems. 

API Metering: This process captures and quantifies the usage of chargeable services. It enables 

organizations to implement diverse monetization models, optimize resource allocation, and provide 

transparent billing to API consumers. API Metering is crucial for making informed decisions and 

sustaining the financial viability of API programs. 

Manage / Control API: Post-creation, the focus shifts to the "Manage" phase, where robust change 

control and security policies are established to effectively govern the API's usage. This phase involves: 

• API Catalog and Inventory: Develop a comprehensive API catalog to track and manage all APIs. 

Maintain an inventory with details like functionalities, endpoints and owners. 

• Authorization and Enrollment: Authorize API usage based on business needs and user roles. 

Enroll approved APIs into the API Gateway for centralized management. 



 

 
 
  
 
43     www.bpi.com 

• Security Policy Application: Implement relevant security policies and hardening measures for 

each API, differentiating between public and private APIs. 

• Categorization of APIs: Categorize APIs based on their importance and criticality, tailoring 

security policies accordingly. 

• Testing and Compliance: Regularly test APIs for business alignment, security standards 

adherence and vulnerability identification. 

• Baseline and Change Control: Maintain a baseline of functionalities and configurations. 

Implement a strict change control process for updates and modifications. 

• Security Audits: Conduct periodic security audits to assess and improve the API's security 

posture. 

• Monitoring and Incident Response: Continuously monitor for security incidents and establish an 

incident response plan for prompt resolution. 

Effectively managing and controlling APIs in this phase ensures alignment with business objectives, 

secure integration with the API Gateway, and compliance with relevant security policies. A structured 

change control process, along with ongoing testing and monitoring, enhances the API's security, stability 

and successful operation within the organization's ecosystem. 

API Logging: This process involves connecting to a logging service to record details of API requests and 

responses. These logs, originating from applications, capture crucial information about client-API 

interactions. They serve multiple purposes, including security, performance analysis, and business 

intelligence. Logging is essential for: 

• Recording API interactions for troubleshooting and analysis. 

• Providing insights into API performance and usage patterns. 

• Ensuring compliance with security and privacy standards. 

 

Monitoring and Logging: API gateways employ monitoring and logging to gather real-time and historical 

data on API traffic and performance. This includes: 

• Tracking metrics like response times, error rates and request volumes. 

• Detecting anomalies and potential performance bottlenecks. 

• Ensuring optimal functioning of APIs. 

 

Alerting: Alerting systems are configured based on specific thresholds and conditions. They function to: 

• Trigger notifications for errors, exceptions or performance issues. 

• Enable quick response to maintain API reliability and minimize downtime. 

 

Analytics: Analytics offer deep insights into API usage and client behavior, aiding in: 

• Understanding user behavior, preferences and requirements. 

• Identifying popular endpoints and optimizing API designs. 

• Informing future enhancements and planning. 
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Reporting: API gateways facilitate report generation, encompassing various metrics and statistics about 

API usage, performance and security. Reports are crucial for: 

• Providing valuable information to stakeholders and decision-makers. 

• Regular or on-demand generation for ongoing assessment. 

 

Security and Compliance in Logging 

1. Centralized Logging System: All transactions, along with appropriate metadata, must be logged 

in a centralized system for effective transaction tracking. 

2. Unique Correlation Identifier: Industry best practices dictate that each API should have a 

unique correlation identifier in its header for end-to-end transaction tracking and traceability. 

3. Data Privacy in Logs: Logs must not contain restricted or private data, adhering to enterprise 

standards and procedures. This is crucial for maintaining compliance with data protection 

regulations. 

4. Security Event Monitoring and Alerting: Security teams are responsible for ensuring that 

security logs are ingested into SIEM (Security Information and Event Management) systems. 

Alerting should be defined in the SIEM for all API use cases, using log data to monitor and create 

alerts for security events. 

By integrating these components into the API lifecycle, organizations can enhance the security, 

efficiency and overall management of their APIs.  

Critical Role of Change Control in API Management 

Change control is a fundamental aspect of managing APIs, ensuring operational efficiency and business 

agility. The importance of change control in API management can be understood through the following 

key components: 

 

API Playbook and Runbook 

API Playbook: Contains high-level objectives for ongoing business operations. It details routine 

tasks necessary to keep the API operational and efficient. The playbook guides major versioning 

and configuration change requests in the production environment, documenting all changes 

throughout the API lifecycle. 

API Runbook: Provides detailed instructions for routine API tasks, including setup, deployment, 

backup, and restore procedures. It outlines incident response strategies for API degradation or 

outages and details communication protocols for stakeholders with service level and regulatory 

obligations. The runbook also specifies whether operations tasks are automated or manual and 

distributes knowledge for team-wide auditing, review and improvement. 
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Operational Efficiency and Business Agility: Operational efficiency and business agility are pivotal 

elements in the dynamic landscape of modern business operations. The transformation of tasks from 

manual entries in a runbook to sophisticated automated processes signifies a leap toward reducing 

redundancy and boosting efficiency. This evolution is not just about speed; it's about precision, 

reliability and the seamless integration of various business functions. 

High Availability and Fault Tolerance: The playbook stands as a vital tool, outlining technical 

requirements for high availability and fault tolerance, essential for any organization's resilience. It 

provides a roadmap for implementing technology redundancy and failover mechanisms, key 

components that ensure business continuity and operational robustness. Through this guidance, 

businesses are equipped to maintain uninterrupted operations, even in the face of unforeseen 

challenges. 

Scaling: Scaling with business needs is adeptly addressed in the playbook, which emphasizes change 

control as a key enabler for technology to adapt and grow with business demands. Operationalized 

controls and templated processes are highlighted as essential tools, ensuring the organization's agility 

and responsiveness to emerging business requirements. This approach not only supports but also 

anticipates growth, fostering an environment where technology and business objectives align and 

evolve together. 

Risk Mitigation: Risk mitigation hinges on the thorough documentation of technical requirements in the 

playbook and runbook. Inadequate documentation, particularly for API setups, can lead to significant 

operational risks like outages or performance issues. A detailed runbook is essential, serving as a 

comprehensive guide that addresses skills gaps and provides clear operational directives. 

API Gateway Considerations: The API gateway in its role as a single point of entry is double-edged; 

while it centralizes API interactions, it also poses a risk as a potential single point of failure. To navigate 

this, the playbook must outline requirements that specifically address this vulnerability, focusing on 

strategies to bolster the Gateway's resilience. This involves not just identifying potential failure 

scenarios but also implementing safeguards and response strategies to ensure that the Gateway 

remains a reliable conduit for API interactions. 

Regulatory Compliance and Auditing: Regulatory compliance and auditing ensure that an organization's 

operations align with legal and industry standards. The playbook and runbook are central to this 

alignment, requiring regular updates to encapsulate shifts in the regulatory landscape and business 

compliance mandates.  

Moreover, documentation of API changes supports not only the technical operations and routine tasks 

but also the nuanced configuration changes that occur over time. This documentation serves as a 

resource during audits by providing a clear, traceable record of the organization's adherence to required 

standards and its proactive approach to compliance. Through a structured approach to documentation 

and updates, organizations can ensure they remain compliant, audit-ready and aligned with their 

regulatory obligations. 
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Summary 

The API Playbook and Runbook are instrumental in change control within API management. They ensure 

that as business needs, compliance obligations, and the regulatory environment evolve, the API 

infrastructure is updated accordingly. This proactive approach to change control is crucial to prevent 

technology operations incidents, such as degradation or total business outage, and to maintain the 

agility and efficiency of business operations. 

Section 7 – API Risk and Compliance   

In the context of API management in banking and financial services, it's crucial to integrate robust 

Quality Assurance and Compliance & Legal practices.  

 

Quality Assurance in Banking APIs 

• Ensuring Security and Adherence to Best Practices: Quality Assurance teams are tasked 

with validating that banking APIs meet high-security standards and conform to industry best 

practices standards (like OWASP, ISO/IEC 27001, FAPI), a necessity given the sensitive nature 

of financial transactions. 

• Penetration Testing: Conducting simulated penetration tests can uncover potential 

vulnerabilities in APIs, a critical step in the highly regulated banking sector. 

• Ongoing Validation: Continuous validation of APIs throughout their lifecycle is essential to 

ensure they meet changing security standards and business requirements. 

 

Compliance & Legal in Financial APIs 

• Regulatory Compliance: Compliance and legal teams are instrumental in ensuring that API 

security measures align with complex financial regulations and laws. 

• Continuous Involvement: Their involvement throughout the API lifecycle is crucial, 

providing insights into the impact of various regulations at different stages. 

• Risk Mitigation: These teams are instrumental in mitigating legal risks, ensuring that APIs 

comply with applicable laws and industry standards. 

 

Regulatory Frameworks 

• Financial institutions should reference relevant regulatory frameworks (such as GDPR, PSD2, 

PCI DSS) to ensure compliance in their API security implementations. 

 

Strategic Role of APIs in Banking 

• APIs are increasingly recognized for their strategic importance in the banking sector, 

facilitating business automation, scalability and acceleration. 

• Significant investments are being made in API programs, reflecting their growing role in the 

technological architecture of financial institutions. 
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APIs as Drivers of Innovation 

• The focus of API programs in banking has evolved from cost savings to driving innovation 

and creating new revenue streams. 

• APIs are enabling new business models, making them a critical component for both business 

and IT functions in financial institutions. 

 

Challenges and Opportunities in API Management 

• Effective collaboration between business and IT is essential for the successful execution of 

API programs, highlighting the need for aligned priorities and a shared understanding of the 

value of APIs. 

• The trend toward opening APIs to external partners and the public is laying the groundwork 

for broader ecosystems and new business opportunities in the banking sector. 

 
Incorporating these considerations into the Quality Assurance and Compliance & Legal Frameworks can 
significantly enhance the security, compliance, and overall effectiveness of APIs in the banking and 
financial services industry. 
 

Section 8 – Discovery, Inventory, Versioning and Compliance 

Cataloging, Monitoring and Anomaly Insights 

Importance of API Inventory and Cataloguing 

• The adage "if we don't know about it, we can't protect it" is particularly relevant for APIs. 
Properly inventorying and cataloging APIs and their endpoints is crucial for security 
effectiveness. 

• The process impacts how well security measures can be implemented and enforced. 
 

Methods of API Discovery and Cataloguing 

• Some organizations start with declarative configuration files from developers, providing a static 
snapshot but lacking ongoing updates and dynamism. 

• More successful approaches involve automated processes, such as: 
o Implementing a shared flow policy at the root of the API gateway, capturing requests, 

responses and metadata for API security software. 
o Utilizing sensors at the application server level to monitor requests and responses. 
o Dynamically updating declarative files as part of a CI/CD pipeline action. 

• The goal is to maintain a comprehensive database of endpoints, including hostnames, paths, and 
HTTP methods, to identify zombie and rogue endpoints. 
 

Learning and Anomaly Detection 

• As the system accumulates data, it becomes adept at recognizing valid requests, including field 

types, data lengths and field order. 

• This knowledge enables the API security system to detect malicious request anomalies and 

identify poor coding practices, such as OWASP or MITRE violations. 
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API Versioning: Best Practices and Communication 
 
Understanding API Versioning 

• API versioning differs from other aspects of the Software Development Life Cycle (SDLC). It 
should be stable and change infrequently. 

• An API is a contract with API consumers and partners, expected to be consistent, reliable, well-
documented and well-managed. 
 

Versioning Techniques 

• Common methods include differentiating versions via URI path (e.g., /api/v1/resource) or 
hostname levels. 

• Other methods involve query parameters, request headers, or content negotiation per resource. 
 

Managing API Changes 

• Not all changes necessitate a new version. For example, adding optional fields, new methods or 
renaming resources are typically non-breaking changes. 

• New software releases, unless introducing breaking changes, should not require a new API 
version. 

• Breaking changes driven by critical vulnerabilities, significant bugs or performance issues may 
warrant a new version. 
 

Decision Making and Communication 

• Deciding whether to maintain or sunset previous versions should be based on usage analysis, 
migration efforts and cost-benefit considerations. 

• Clear and consistent communication plays a significant role when versioning an API. Consumers 
and partners need adequate time to adapt to changes. 

• Providing detailed information, including specific changes and examples of current vs. future 
request/response formats, is essential for smooth transitions. 

 

Monitoring & Incident Response 

• Monitoring: In the financial services sector, continuous monitoring of API activity is essential. 

This involves tracking API usage, identifying unusual patterns and monitoring for signs of 

malicious activity. Financial institutions use various tools, such as intrusion detection systems 

and network traffic analysis, to ensure the security and integrity of their API ecosystems. 

• Incident Response: A well-defined incident response plan is crucial for addressing security 

breaches or anomalies in API usage. Financial institutions must have procedures for quickly 

identifying, assessing, and mitigating API-related security incidents. This plan often involves 

coordination between cybersecurity teams, IT departments and other relevant stakeholders to 

ensure a swift and effective response to any threats. 
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Documentation 

• In the financial services industry, it's important to maintain accurate and comprehensive API 

documentation. This documentation should include detailed descriptions of API endpoints, 

request formats, expected responses and any other relevant technical details. 

• The documentation serves multiple purposes: it aids developers and partners in effectively 

integrating and using the APIs, ensures clarity in API functionalities and helps in maintaining 

compliance with regulatory standards. Up-to-date documentation is crucial for the smooth 

operation and scalability of financial services in a digital environment. 

 

Balancing Policy, User Impact and Legal Considerations  

Challenges & Security Tradeoffs 

• Balancing Security and Usability: One of the primary challenges in API security within financial 

services is finding the right balance between stringent security measures and user convenience. 

Overly restrictive security can hinder the usability and accessibility of APIs, impacting customer 

experience and service efficiency. 

• Adapting to Evolving Threats: Financial institutions face the continuous challenge of adapting 

their API security to counter evolving cybersecurity threats. This requires ongoing investment in 

security technologies and expertise. 

• Compliance with Diverse Regulations: Navigating the complex regulatory landscape, which 

includes various international and local data protection laws, adds to the challenge. Ensuring 

compliance while maintaining operational efficiency requires thoughtful tradeoffs. 

Internal Policy 

• Development and Enforcement: Establishing robust internal policies for API development and 

usage is crucial. These policies should cover aspects like coding standards, data handling, 

authentication and authorization protocols. 

• Regular Audits and Updates: Financial institutions must regularly audit and update their internal 

policies to align with emerging security threats, technological advancements and regulatory 

changes. 

• Employee Training and Awareness: Continuous training and awareness programs for employees 

are essential to reinforce the importance of API security and ensure adherence to internal 

policies. 

User Impact 

• User Experience: The implementation of API security measures should aim to minimize negative 

impacts on the user experience. This includes maintaining performance standards and ensuring 

the seamless integration of security protocols. 

• Transparency and Trust: Clear communication with users about how their data is protected and 

used can enhance trust. Financial institutions should strive to be transparent about their API 

security measures. 
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• Support and Education: Ensuring that users receive sufficient support and education about 

secure API usage is a fundamental aspect of API management. This includes guidelines on safe 

practices and information on how to recognize and report security incidents. 

Legal Considerations - Data Privacy and Intellectual Property 

In the realm of API security, legal considerations play a pivotal role, encompassing aspects such as data 

privacy, intellectual property (IP), liability and indemnification. Understanding and addressing these 

legal facets is crucial for any organization involved in API development and usage. 

 

Data Privacy 

• APIs often handle sensitive information, including personally identifiable information, 

necessitating stringent security measures for data protection and compliance with legal and 

regulatory standards. 

• Compliance varies based on sectoral and geographic regulations, making it essential for API 

designers to be aware of the specific laws applicable to their application and API. 

• Data sovereignty and the geographic location of data storage are also critical considerations that 

affect how data is managed and protected. 

Intellectual Property 

• APIs can potentially expose corporate IP, raising legal questions about the protection and 

validity of this IP. 

• The design, structure, code, underlying software, and functionality of an API could all constitute 

IP. If not properly secured, this IP may be at risk. 

• APIs can also inadvertently facilitate the transfer of IP or confidential information between 

systems, posing additional risks, such as the unauthorized upload and download of copyrighted 

materials. 

Liability & Indemnification 

• In cases where an API is not adequately secured, and a security breach occurs, the developing or 

utilizing company might face liability for damages. 

• Damages can include financial losses incurred by affected parties, costs related to breach 

management and regulatory penalties. 

• Understanding the allocation of responsibilities for compliance, costs, and response efforts is 

crucial in managing these risks. This often involves clear contractual agreements that define 

roles and responsibilities. 
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• Indemnification clauses in API terms of service are common, potentially requiring API users to 

compensate the company for losses resulting from security incidents. However, the 

interpretation of these clauses can vary in legal contexts. 

In summary, navigating the legal landscape of API security is complex and multifaceted. Organizations 

must be vigilant in understanding and adhering to data privacy laws, protecting intellectual property, 

managing liability risks and ensuring clear contractual terms for indemnification. These legal 

considerations are integral to maintaining a secure, compliant and resilient API infrastructure, especially 

in environments where sensitive data and proprietary assets are at stake. 

Section 9 – Conclusion 

The exploration of Application Programming Interfaces (APIs) in the financial services industry, as 

presented in this paper, underscores their indispensable role in modern digital ecosystems. APIs not 

only facilitate efficient communication and data exchange between diverse applications but also serve 

as a cornerstone for innovation, operational efficiency and enhanced user experiences. However, with 

these benefits come challenges and responsibilities, particularly in the realms of security, compliance 

and management. 

The paper highlights the criticality of robust API security practices. From the initial design and 

architecture to the deployment and operational phases, each step in the API lifecycle demands 

meticulous attention to security. This includes implementing effective authentication and authorization 

methods, ensuring data protection and adopting secure coding guidelines. The integration of API 

security with broader application security strategies forms a comprehensive defense against a spectrum 

of cyber threats. 

Moreover, the paper emphasizes the importance of change control in API management, ensuring that 

APIs evolve in alignment with business needs while maintaining high availability, fault tolerance and 

regulatory compliance. The role of complementary technologies like API discovery, inventory and 

versioning is also crucial in maintaining a secure and efficient API ecosystem. 

The challenges and security trade-offs inherent in API management, particularly in the financial sector, 

are non-trivial. Balancing security with usability, adapting to evolving threats and navigating complex 

regulatory landscapes requires a strategic approach. Stringent internal policies, user impact 

considerations, and legal aspects like data privacy and intellectual property rights further add layers of 

complexity to API management. 

In conclusion, the paper advocates for a holistic approach to API management in the financial services 

industry. This approach should integrate rigorous security practices, comprehensive lifecycle 

management and legal compliance, all while considering the user experience and operational efficiency. 

As financial institutions continue to embrace digital transformation, the strategic importance of APIs will 

only grow. Therefore, a well-rounded, resilient, and adaptive API management strategy is not just 

beneficial but essential for the success and security of financial services in the digital age. 
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