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The Bank Policy Institute welcomes the opportunity to provide input on today’s Senate Banking
Committee hearing on “Examining Scams and Fraud in the Banking System and Their Impact on
Consumers.” Today’s hearing examines a critical issue for the U.S. banking system and its customers.
Addressing fraud and scams in the financial system has taken on increasing urgency as threats proliferate
and scam tactics become more sophisticated. While banks already employ some of the most robust
defenses among critical infrastructure sectors, they are constantly innovating to protect their customers
from fraudulent activity.

Fraud management is an important priority for all participants in the global financial system, as well as a
concern for the customers the financial system serves. The Bank Policy Institute — along with its
technology policy division BITS, which has been working with banks for nearly three decades on critical
fraud challenges — has facilitated efforts by stakeholders from industry and government to combat fraud.
For example, BPI-led groups tackle challenges and help advance the industry’s efforts to combat fraud;
examples of this work include developing customer education programs on fraud, identifying effective
practices for detecting fraud, partnering to implement fraud intelligence sharing services and strategies
to mitigating check fraud, among many other actions.

The issue of combating scams and fraud is a nationwide challenge, one in which banks invest substantial
resources to protect their customers and their customers’ money. Such a far-reaching challenge
demands comprehensive, multi-dimensional solutions. Collaboration across the private and public
sectors is crucial to help protect American consumers from criminals who seek to defraud them.

In recent years, the financial system has experienced a rise in fraud attacks due to the proliferation of
real-time digital payments, increased availability of stolen access credentials, increased instances of
identity theft, a substantial increase in the sophistication of scams and social engineering, and a surge in
check fraud. Banks continue to invest in protecting their customers, including extensive investment in
staff and technology to bolster their fraud defenses. A Juniper Research report on online payment fraud
found merchants and financial services organizations were expected to spend $9.3 billion per year on
fraud detection and prevention tools by 20221,

Criminals have increased the speed and sophistication of their attacks. Fraud losses for banks and
consumers are also increasing. Consumers reported losing almost $8.8 billion to scams and fraud in
2022, up 30 percent over 2021’s losses, according to data from the Federal Trade Commission. The rising
cost of these crimes is staggering; as a comparison, in 2020 Americans lost $3.5 billion to fraud, including
identity theft?.

1 The banking industry’s multi-billion dollar fraud problem—and how to solve it (bai.org)
2 New FTC Data Show Consumers Reported Losing Nearly $8.8 Billion to Scams in 2022 | Federal Trade Commission



https://www.bai.org/banking-strategies/the-banking-industrys-multi-billion-dollar-problem/#:%7E:text=Of%20course%2C%20technology%20represents%20a%20bank%E2%80%99s%20first%20line,on%20fraud%20detection%20and%20prevention%20tools%20by%202022.
https://www.ftc.gov/news-events/news/press-releases/2023/02/new-ftc-data-show-consumers-reported-losing-nearly-88-billion-scams-2022

Fraud and its impact on consumers will continue to grow in the absence of a more strategic, coordinated
partnership between the public and private sectors. To better address the issues, some key policy
solutions should be pursued:

1.

Appoint a federal director to take ownership on fraud and appoint a single federal agency as the
national champion to lead and coordinate the fight against fraud.

Currently there is no single leader or agency explicitly responsible for addressing the growing fraud
issues across the nation; therefore, there is no singular, coordinated effort or national strategy
targeting this issue. There are pockets of work occurring in various agencies, including the Federal
Trade Commission, the Consumer Protection Financial Bureau, and the Department of Treasury, but
due to this fragmentation and lack of a holistic approach, none is comprehensively tackling the issue.

This agency would need to establish a cross-sector task force to facilitate a public-private partnership
to pursue these goals. This multisectoral effort should include the relevant federal and state financial
regulators, consumer protection agencies, law enforcement, financial institutions, telecoms, trade
associations, consumer and privacy advocates, and other stakeholders.

Equip the U.S. government to play a leading role in helping educate consumers on how to protect
themselves.

Equipping consumers with the knowledge to recognize scams is pivotal, and in many ways the true
first line of defense. Banks have consistently focused on educating their customers about the
evolving fraud landscape and the importance of vigilance. This work, often done with other
organizations such as AARP, could still benefit from public sector partnership to reach an even larger
audience. Collaborative private sector education efforts include providing information on common
fraud schemes, safe online practices, and guidance on recognizing suspicious activities.

A government-led national public awareness campaign, in partnership with industry, to educate
consumers on emerging scams and fraud activity proactively and persistently has proven effective in
other countries. By raising public awareness and promoting collective responsibility in the fight
against fraud, banks and regulatory bodies can better shield the financial ecosystem from threats.

Promote and enable data and intelligence sharing between institutions and ensure laws are in
place that support sharing of information.

Sharing of intelligence, fraud-related data and key indicators of fraud plays a crucial role in reducing
fraud by facilitating the exchange of relevant information among different entities, such as
government agencies, financial institutions, businesses, and law enforcement, that may otherwise
be siloed from each other. This collaborative approach enhances the ability to identify, prevent and
respond to fraud more effectively. Ensuring that banks and government have the means to share
intelligence without hindrance is critical to addressing fraud events in a timely manner.

An example of effective efforts to improve collaboration is the Bank Policy Institute | BITS strategy on
fraud intelligence, which has established a three-pillar strategy to advance fraud sharing across the
industry. The objective of this initiative is to enhance the financial industry's intelligence and
information sharing capabilities through the strategic development of three key pillars:



1) Fraud Data Sharing: Near-real-time fraud information sharing of account and transaction
data associated with bad actors and/or fraudulent accounts.

2) Fraud Intelligence Sharing: Industry-wide timely sharing of fraud types, trends, and major
changes in fraud tactics — at scale — from an authoritative source.

3) Law Enforcement Collaboration: Aggregation, analysis and packaging of cases and
coordination with law enforcement against large-scale or organized fraud actors.

This aims to create a resilient, integrated, and effective strategy for managing and preventing
financial fraud. This strategy includes engagement with BPI’'s member banks, the American Bankers
Association, the FS-ISAC, and Early Warning Systems (the operator of Zelle instant payments) to
deliver upon this strategy over a multi-year basis. A key deliverable of the fraud data sharing pillar is
the American Bankers Association’s work to share bad beneficiary data to help identify possible
fraudulent beneficiaries across financial institutions. This solution is set to pilot with an initial group
of banks in the first half of 2024. In addition, as part of the fraud intelligence pillar, the FS-ISAC is
building out its capabilities for better and more actionable sharing of fraud intelligence to gather
fraud schemes, analyze systematic and qualitative input from member institutions and develop
actionable advisories.

Ensure all sectors are properly held accountable to help mitigate fraud and scams.

Cross-sector involvement, including the telecom industry and social media platforms, is necessary to
properly fight digital fraud. A digital fraud scheme is usually complex and coordinated, spanning a
large ecosystem of cross-sector players who all have an opportunity to detect and prevent attacks
from occurring. To effectively address this fraud, multiple sectors must participate in cross-sector
initiatives aimed at preventing attacks against consumers. It is critical that all participating sectors
feel compelled and accountable to help protect customers. Banks alone cannot address the problem
without collaboration from other industries.

According to the U.S. Federal Trade Commission, in 2022 there were 2.4 million consumers who
reported being a victim of fraud. It was also reported that consumers lost $1.2 billion because of
fraudulent scam activity involving social media. When scammers contacted users by phone, the
average loss was $1,400 per user. This data highlights the importance of cross-sector collaboration
in addressing growing digital fraud trends, along with importance of mitigating the threat as close to
the initiation of a call from a scam “center” as possible.

It is imperative to encourage the telecom industry, the social media industry, and Big Tech platforms
to continue to participate in partnership with the banking industry to help address the scams and
social engineering threats facing American consumers.

Increase law enforcement resources needed to prosecute fraudsters and ensure the sentences for
fraud are effective deterrents.

Much of the fraud being committed today is a result of organized groups: large-scale rings, organized
crime, gangs, and nation-state-sponsored attackers. To effectively disrupt the groups committing this
fraud, law enforcement agencies need the appropriate fraud-fighting resources. Agencies at all
levels need to be provided with the resources needed to investigate and prosecute fraud.



In addition, it is important that the appropriate sentences are in place in fraud prosecutions to
ensure criminals are deterred from committing such offenses.

6. Modernize payments by promoting the use of secure electronic payment methods and reduced
use of paper checks.

Check fraud has risen at alarming rates over the last few years. In 2022 banks reported about
680,000 cases of check fraud, nearly double what they reported in 2021.3 Experts predicted that
check fraud losses would exceed $24 billion in 2023 and that losses will continue to grow®. Legacy
payment methods, such as checks, have significantly higher fraud rates than electronic payments.
Electronic payments bring opportunities for more controls to be introduced. Electronic payment
methods, like Zelle, offer consumers a secure alternative to paper-based payments like checks.

Using Zelle, all funds transferred using Zelle remain in, and are transferred between, insured deposit
accounts, as the Zelle Network is a messaging service between participating financial institutions
(and does not hold or transfer funds or maintain accounts). More than 99.9 percent of Zelle
transactions have been completed without a report of fraud or scam, which is a direct result of the
robust array of consumer protection measures Zelle and its financial institution owners utilize (and
this rate continues to improve). Zelle enables the use of additional protections that checks cannot
employ, such as strong multifactor authentication prior to submitting a payment, real-time
transaction limits, real-time communication and customer education, abnormal activity monitoring
and real-time alerts or activity notifications.

Additionally, we believe modernizing regulations, such as Regulation CC - Availability of Funds and
Collection of Checks will help banks to better mitigate and respond to check fraud. Areas that should
be addressed around this regulation include clarification of funds availability and hold time rules
along with addressing the exploitation of mandates around check deposits/duplicate presentment
especially with the increase in use of remote deposit capture technologies.

7. Eliminate screen scraping as a way for third parties to access banking information.

An additional area that should be considered when discussing fraud control is the growth of open
banking and the additional risks it brings to the ecosystem, particularly when third parties continue
to use credential-based access and screen scraping to access consumer financial data.

The banking industry has been working for years to develop technical solutions that enable
consumer access to financial data while providing sufficient data protection. The financial services
industry has collectively advanced the marketplace towards common technical standards for the
secure access of consumer-permissioned data. For example, FDX, a cross-section of banks, third-
party fintechs, data aggregators, consumer groups, and other financial industry groups have aligned
around a common API to standardize the security and authentication for data transfer.> Through the
development, adoption and constant improvement of the FDX API, FDX and its members have made

3 FinCEN Alert on Nationwide Surge in Mail Theft-Related Check Fraud Schemes Targeting the U.S. Mail |

FinCEN.gov
4 Check Fraud, First Party Fraud to Rise in 2023 (bankinfosecurity.com)

5 See Financial Data Exchange website at https://financialdataexchange.org/.



https://www.fincen.gov/news/news-releases/fincen-alert-nationwide-surge-mail-theft-related-check-fraud-schemes-targeting
https://www.fincen.gov/news/news-releases/fincen-alert-nationwide-surge-mail-theft-related-check-fraud-schemes-targeting
https://www.bankinfosecurity.com/check-fraud-first-party-fraud-to-rise-in-2023-a-20886#:%7E:text=Check%20fraud%2C%20first-party%20fraud%20and%20AI-related%20fraud%20will,growing%20insider%20threats%20and%20the%20global%20economic%20slowdown.#:%7E:text=Check%20fraud%2C%20first-party%20fraud%20and%20AI-related%20fraud%20will,growing%20insider%20threats%20and%20the%20global%20economic%20slowdown.
https://financialdataexchange.org/

significant progress transitioning from credential-based screen scraping to this more secure
alternative, with over 65 million consumer accounts using the FDX API as of fall 2023.°

Despite the industry’s progress, screen scraping remains a widely used method for accessing not
only payments account data, but also other types of data that are less accessible through a bank
account (such as payroll data), thus enabling data harvesting of credentials to continue. BPI has long
argued that screen scraping, and credential-based access should be prohibited at a certain future
date for the following reasons’. Credential-based screen scraping creates opportunities for malicious
actors to gain access to a consumer’s accounts at a financial institution and commit fraud, or even
take over the consumer’s account. It also creates unnecessary risk by having authentication
information, such as username and password stored in databases by each aggregator company that
leverages screen scraping, substantially increasing the attack surface for criminals to try to steal this
information.

The Bank Policy institute, along with our member banks, recognizes the importance of combating fraud
for consumers and is advocating for changes that protect consumers from fraud, such as secure data-
sharing practices, enhanced intelligence-sharing between the public and private sectors and regulatory
oversight of nonbank fintechs and aggregators. We are encouraged that the Committee is examining this
topic of fraud and look forward to engaging further on this topic.

6 See FDX Press Release: “Financial Data Exchange (FDX) Reports 65 Million Consumer Accounts Use FDX API”
(October, 5, 2023), available at https://financialdataexchange.orq/FDX/News/Press-
Releases/Financial%20Data%20Exchange%20(FDX)%20Reports%2065%20Million%20Consumers%20Use%20FDX%2
0APl.aspx (last accessed December 24, 2023). Almost all FDX financial institution members are using or plan to use
the FDX API.

7 See, e.g., BPl comment in response to the High-Level Summary and Discussion Guide of Outline of Proposals and
Alternatives Under Consideration for SBREFA: Required Rulemaking on Personal Financial Data Rights issued by the
Consumer Financial Protection Bureau pursuant to Section 1033 of the Dodd-Frank Act (Jan. 25, 2023); See also
BPI-TCH response to the Proposed Required Rulemaking on Personal Financial Data Rights issued by the Consumer
Financial Protection Bureau pursuant to section 1033 of the Dodd-Frank Act (Dec. 29, 2023).
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