Some of the Many Ways Banks

Keep Zelle Customers Safe
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Preventing Abuse
Limitations are applied to recently
opened accounts, inactive accounts or
@ accounts flagged for suspicious activity.
This helps to limit fraudsters’ ability to
Account Health move large sums of money or avoid
Monitoring detection through frequent transactions
between accounts.
[@ Safely Processing Payments
When making a payment, customers are

typically met with multiple warning
screens asking them to confirm that a
transaction is valid.

Transaction Alerts
and Verification
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e Username, password or biometric data is sent to the
bank for customer identity verification using end-to-end
encryption.

e Customers are encouraged to not share usernames or
passwords, use strong passwords and multi-factor
authentification and avoid accessing accounts when
connected to public wifi.

e A U.S. mobile number, email address and U.S.-based
bank account are required to enroll.

e Zelle requires that customers already have a bank
account, so banks’ rigorous “know your customer” and
anti-money laundering rules apply.

e Banks monitor for unusual activity (e.g., abnormal
locations or devices, unrecognized internet service
providers, failed login attempts or repeated changes to
passwords or account contact information).

e Many accounts have 30-day spending limits. For
example, a new account may only be able to spend up to
$500 per day.

¢ Account transaction frequencies may be limited
(e.g., 15 per day or 30 per month).

¢ Banks monitor for infrequent or abnormal activity and
report incidents of suspected fraud to the Zelle network
so that other banks can use that information to protect
customers.

¢ A phone number and email can only be paired with
one bank account at a time to prevent the creation of
multiple accounts.

e Customers can be notified via email and mobile alerts
when their account details change.

¢ Banks advise customers to only send money to trusted
contacts, such as friends and family.

¢ Banks employ popup alerts within the app offering tips
to help customers identify and avoid common scams.

¢ The sender is asked to verify the recipient's contact
information before the payment can be sent.




