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What we see in the news is just the tip of the iceberg…

The first half of 2021 saw a 102% increase in ransomware attacks 

compared to the beginning of 2020. (Check Point, 2021)

Record-breaking year for data compromises 
and ransomware

50% of organizations encountered ransomware-related activity (Cisco, 2021)
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Source: CrowdStrike’s 2021 Global Threat Report



Ransomware – High Impact & Growing

Shift to Ransomware-as-a-
Service

Ransomware attacks have 
shifted from simple malware 
affecting a single system to 
targeted operations run as a 
“service” by cybercriminals 
or a gang of active attackers 
who attempt to infiltrate and 
exploit the entire enterprise. 
These attacks can navigate 
complex networks and mask 
their behavior, continuing to 
threaten business operations 
long after the initial 
encounter. 

Increased Sophistication 
of Attacks

Attackers are using more 
sophisticated business 
models that include both 
advanced technological 
techniques (i.e., zero-day 
technical exploits) to gain 
enterprise control, deny 
access to, and exfiltrate data 
and an evaluation of the 
targeted business in order to 
set ransom prices based on 
the company’s financial 
documentation, cyber-
insurance coverage levels, 
and/or regulatory compliance 
fines.

Increasingly Profitable for 
Attackers

The economic incentive for 
ransomware attacks continue 
to grow as profits from past 
attacks fuel confidence for 
future attacks and the 
funding required to conduct 
them. The use of 
cryptocurrencies as a means 
to move ransom payments to 
jurisdictions without 
extradition treaties, 
combined with the difficulty 
to trace and recover funds, 
creates significant challenges 
for law enforcement.

Ransomware is a financially motivated extortion attack that encrypts data to effectively shut down access to 
systems by legitimate users until (presumably) a ransom is paid. In recent months, ransomware attacks on 
critical infrastructures have emphasized the potentially significant business impact and resulting need to 
protect against these threats. 

Amplified National 
Security  Risk

Ransomware is becoming a 
national security risk, 
amplifying US Government 
focus given that organizations 
executing ransomware attacks 
may be state-sponsored, 
stemming from countries such 
as Russia, China, Iran, and 
North Korea, and given that 
recent attacks on critical 
infrastructure (i.e., Colonial 
Pipeline) and supply chain 
(i.e., Kaseya) demonstrate the 
potential for nationwide 
destruction. 



Record-breaking year for data compromises and ransomware

“In 2021, cyber criminals executed a legion of highly coordinated, multi-step attacks”

• 86% of organizations had at least one user try to connect to a phishing site

• 70% of organizations had users that were served malicious browser ads

• 50% of organizations encountered ransomware-related activity 

• 48% found information stealing malware activity

Source: CISCO’s 2021 Cyber security threat trends



Record-breaking year for data compromises and ransomware



Ransomware – Prevention & Response Practices

Prevention Best Practices

▪ Maintain offline, encrypted backups of data and regularly test backups

▪ Create, maintain, and exercise a basic cyber incident response plan and 

associated communications plan that includes response and 

notification procedures for a ransomware incident

▪ Implement an awareness and training program that includes guidance 

on how to identify and report suspicious activity

▪ Conduct regular vulnerability scanning, patching and software updates

▪ Enable strong spam filters to prevent phishing emails from reaching 

end users and authenticate inbound email; scan all incoming and 

outgoing emails to detect threats

▪ Ensure devices are properly configured and security features are 

enabled

▪ Configure access controls with least privilege in mind

▪ Employ multifactor authentication for all services to the extent possible

▪ Employ best practices for use of Remote Desktop Protocol; consider 

disabling RDP if not being used

▪ Disable or block Server Message Block (SMB) protocol outbound and 

remove or disable outdated versions of SMB

▪ Consider the risk management and cyber hygiene practices of third 

parties and managed service providers; understand that adversaries 

may exploit the trusted relationships your firm has with third parties 

and service providers

“Let me be clear. Ransomware now poses a 
national security threat… cyber threats are 
coming dangerously close to threatening our 
lives.”
- DHS Secretary Alejandro Mayorkas, March 31, 2021

What to do if infected with ransomware?

▪ Determine which systems were impacted, and 
immediately isolate them

▪ In the event you are unable to disconnect devices 
from the network, power them down to avoid 
further spread of the ransomware infection 

▪ Contact law enforcement (the US Government 
strongly encourages firms to contact the FBI or 
Secret Service immediately upon discovery of a 
ransomware incident)

▪ Triage impacted systems for restoration and 
recovery, utilizing security incident response and 
business continuity plans 

▪ Identify and prioritize critical systems

▪ Confirm nature of data impacted

Should I pay a ransom?

▪ The FBI does not advocate 
paying a ransom because (1) 
it does not guarantee an 
organization with regain 
access to its data and (2) 
paying ransoms emboldens 
criminals.

“We recognize that victims of 
cyberattacks often face a 

very difficult situation and 
they have to just balance 

often the cost-benefit when 
they have no choice with 

regards to paying a ransom.”
- Anne Neuberger, Deputy 
National Security Advisory for 
Cyber & Emerging Technologies, 
in response to the Colonial 
Pipeline outage

Sources: FBI’s Internet Crime Compliant Center (IC3), CISA, Department of Justice, FinCEN, BPI’s Ransomware 
Guide

https://www.ic3.gov/Media/Y2019/PSA191002
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf
https://www.justice.gov/criminal-ccips/file/872771/download
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
https://bpi.com/ransomware-a-resource-guide/
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White House Communications  
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1) What is the current level and business 
impact of cyber risks to our company? What is 
our plan to address identified risks? 

2) How is our executive leadership informed 
about the current level and business impact of 
cyber risks to our company? 

3) How does our cybersecurity program apply 
industry standards and best practices? 

4) How many and what types of cyber 
incidents do we detect in a normal week? What 
is the threshold for notifying our executive 
leadership? 

5) How comprehensive is our cyber incident 
response plan? How often is the plan tested?

5 Questions CEOs Should Ask 
About Cyber Risks

TIP #1  STRONG CYBERSECURITY STARTS 
WITH CYBER HYGENIE

TIP #2 DEVELOP AND IMPLEMENT AN 
INCIDENT RESPONSE PLAN

TIP #3 PLAN, IMPLEMENT, AND TEST A DATA 
BACKUP AND RESTORATION STRATEGY

TIP #4 MAINTAIN AN EMERGENCY CONTACT 
LIST

TIP #5 REPORT THE COMPROMISE EARLY

…And 5 Tips to Get Your 
Organization Cyber Safe Today

From DHS/CISA:

Homepage | CISA

https://www.cisa.gov/



