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Introduction

In 2018, the Bank Policy Institute' undertook an empirical study to better understand the resources U.S. financial
institutions are devoting to Bank Secrecy Act, anti-money laundering and sanctions compliance, and whether these
resources are efficiently and effectively supporting law enforcement and national security efforts. The purpose of the
Bank Secrecy Act, which was enacted in 1970, is to require certain reports or records that have a “high degree of
usefulness” to law enforcement or national security officials.? Yet, very little is known about what records and reports
are highly useful to law enforcement. Furthermore, Congress granted authority to implement the BSA to the Secretary
of the Treasury, thereby designating an agency with both financial and law enforcement expertise as its administrator.?
Since its enactment, the BSA has been amended but not significantly revised, while attending regulatory requirements
have remained similarly stagnant. However, financial crime has changed over the intervening years. As discussed in
substantial detail in previous letters and reports,* the AML/CFT regime needs to be redesigned in order to be more
efficient and effective and address present-day risks, with the ultimate goal of enhancing national security and law
enforcement efforts to detect and address domestic and international money laundering and terrorist financing. Any
revisions to the regime should be flexible enough to account for the changing ways in which illicit financial activity is
conducted.

This study is intended to assist public sector efforts to address the outdated and misaligned nature of the current
AML/CFT regime as well as any subsequent reviews of the sanctions regime that may be contemplated by the U.S.
Department of the Treasury.® Nineteen member institutions participated in this study, with asset sizes ranging from
approximately $50 billion to over $500 billion and the frequency of responses to specific questions within the survey
varying due to the availability of data at participating institutions. To better understand institutional resources devoted
to effectiveness, where appropriate, responses were categorized and analyzed based on the following categories: (i)
small institutions were defined as having approximately $50 to 200 billion in U.S. assets; (i) midsize institutions were
defined as having $200 to 500 billion in U.S. assets; and (i) large institutions were defined as having over $500 billion
in U.S. assets. The survey questionnaire was developed with member feedback and conducted over a period of
approximately four months. It targeted areas where, based on individual institutions’ experiences, empirical data could
be sought to better understand, on a case-by-case basis, the performance of the AML/CFT and sanctions regimes.
Furthermore, it focused on the resources devoted to the maintenance of U.S.-based AML/CFT and sanctions program
compliance and therefore does not account for the global investment financial institutions make in such programs.
Notably, the inclusion of such global investments would significantly increase the data set forth in this report as many

! The Bank Policy Institute (BPI) is a nonpartisan public policy, research and advocacy group, representing the nation’s leading banks and their
customers. Its members include universal banks, regional banks and the major foreign banks doing business in the United States. Collectively, they
employ millions of Americans, make a majority of the nation’s small business loans, and are an engine for financial innovation and economic growth.
This survey was conducted by The Clearing House Association (“TCH”), prior to its merger with the Financial Services Roundtable to form BPI.
Because this merger was complete prior to the formal release of these survey results, they are being published on behalf of BPI.

See 31 U.S.C. § 5311, which states that “[i]t is the purpose of this subchapter [the BSA] to require certain reports or records where they have a high
degree of usefulness in criminal, tax, or regulatory investigations or proceedings, or in the conduct of intelligence or counterintelligence activities,
including analysis, to protect against international terrorism.”

3 See 31 U.S.C. 5318(a)(2) and (h)(2). As recently as 2014, the Secretary delegated that authority to FinCEN. See Treasury Order 180-01 (July 1,
2014).
4 See The Clearing House Association letter to Treasury re “Request for Comments Regarding Suspicious Activity Report and Currency Transaction

Report Requirements,” April 10, 2018, available at bpi.com/wp-content/uploads/2018/04/20180410_tch_comment_letter_to_fincen_on_sar_and_ctr_
requirements.pdf; The Clearing House Association and the Financial Services Roundtable letter to Treasury on its “Review of Regulations,” July 31,
2017, available at bpi.com/wp-content/uploads/2017/07/Joint-_Trades_Comment_Letter_to_Treasury_on_Review_of_Regulations.pdf; The Clearing
House Association, A New Paradigm: Redesigning the U.S. AML/CFT Framework to Protect National Security and Aid Law Enforcement, (“TCH
AML/CFT Report”) (February 2017), available at bpi.com/wp-content/uploads/2018/07/20170216_tch_report_aml_cft_framework_redesign.pdf.

5 See U.S. Department of the Treasury, Review of Regulations, June 14, 2017, available at www federalregister.gov/documents/2017/06/14/2017-
12319/review-of-regulations. The Treasury Department’s Review of Regulations was issued in furtherance of Executive Orders 13771 and 13777.
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midsize and most large institutions maintain AML/CFT and sanctions programs that are global in nature. Therefore,
figures for U.S.-based programs are only approximations and may underestimate the resources institutions are
devoting to compliance efforts as different institutions have different ways of attributing figures to their U.S. programs
given that many institutions allocate resources on a global programmatic basis.

All responses were provided to BPI's counsel, which consolidated the data, performed certain quality checks (and
followed up with respondents as appropriate) and provided summary statistics, on an anonymized basis, to BPI and
participating institutions. As there is no established metric for measuring whether financial institutions’ BSA reports are
“useful” to law enforcement, and little to no feedback from law enforcement on the matter, a proxy was used to evaluate
this component, which was derived from tracking instances where law enforcement reached out to institutions — through
subpoenas, national security letters or requests for backup documentation — on their filings; certain questions also
considered whether law enforcement inquiries were made pursuant to Section 314(a) of the USA PATRIOT Act.

The results found that:

1 Survey participants are employing over 14,000 individuals, investing approximately $2.4 billion and utilizing
as many as over 20 different I.T. systems per institution to assist them with BSA/AML
compliance;

1 In 2017, survey participants reviewed approximately 16 million alerts, filed over 640,000 SARS and more
than 5.2 million CTRs, and institutions that record data regarding law enforcement inquiries reported that a
median of 4% of SARS and an average of 0.44% of CTRs warranted follow-up inquiries from law
enforcement;

1 In 2017, survey participants that recorded alerts by activity type reported that 18% of their alerts related to
structuring, 40% of their filed SARs involved potential structuring? and 3, 545 of those structuring SARs
warranted follow-up inquiries from law enforcement;

1 In 2017, survey participants reported that of approximately 2.36 million “high risk” customers, a median
of roughly 6% were subject to SAR filings while 0.3% of these SAR filings warranted follow-up
inquiries from law enforcement; and

1 Survey participants are employing over 915 individuals, investing roughly $173 million, and utilizing 3 to
6 I.T. systems at each institution to assist them with U.S.-based sanctions compliance, yet when screening
wires and customer and related party accounts for potential OFAC matches, institutions reported true matches
with an overall median of 0.00004%, with some institutions reporting no true customer matches at all.

8 We note that, in this case, provided responses may not be completely comparable. A full explanation is provided in footnote 24. A median is used
here to assist in providing an exemplary value.
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